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Part I

PUF Basics
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Motivations

ä Many assumptions for biometric secrecy systems and PUFs are common.

ä Motivations for biometric secrecy systems will pave the way for the slightly
different motivations for PUFs.

ä We will motivate the similarities between these two systems to ease
understanding, but we will also discuss differences to choose the correct
model for key agreement with PUFs.
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Motivations for Biometric Identifiers

ä Passwords, secret answers to a question, or secret questions for an answer
are used for individual authentication or identification. Such information

I should be memorized every time it is renewed,

I can be possibly guessed if it is not strong enough,

I can be stolen easily by seeing it once.
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Motivations for Biometric Identifiers (Cont’d)

ä Alternative: biometric identifiers such as fingerprints, iris, shape of a hand,
DNA, and blood that are

I always there without memorizing,

I mostly reliable over time without renewal,

I hard to steal or guess.
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Motivations for Physical Identifiers

ä Secure secret-key storage and execution in Non-volatile Memory (NVM)
are not trivial due to

I non-uniform key generation,

I possible physical access to the storage medium,

I information leakage via side-channels.

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 7



Motivations for Physical Identifiers (Cont’d)

ä Alternative: physical identifiers such as fine variations in the osciallation
frequency of ring oscillators (ROs) for on-demand key generation so that

I invasive attacks permanently change the identifier output,

I randomness is provided by the uncontrollable manufacturing
variations,

I new identifiers can be inserted when there is leakage.
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Recent Security and Privacy Issues in IoT

ä In October 2016, a series of Distributed Denial of Service attacks targeted
the Domain Name System.

ä Twitter, Reddit, GitHub, Etsy, Spotify, PayPal, the Guardian, and the New
York Times websites did not work.

ä During cyberattacks, learning attacks were extensively applied to “test”
the core defensive capabilities of the companies that provide critical
internet services.
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Recent Security and Privacy Issues in IoT

ä Massive number of poorly-secured IoT devices, e.g., routers and
surveillance cameras, were used for the attack
⇒ Secrecy leakage.

ä The infections were made possible by the use of default passwords on
these devices.

ä Impersonation is possible via infected IoT devices
⇒ Privacy leakage.
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Solutions to Privacy Issues in IoT

ä Physical-layer solutions are preferred.

ä Independent hardware-intrinsic security is required ⇒ PUFs!

ä Force IoT to require an identification sequence to take any online action.

ä PUFs provide higher security than passwords and biometrics since

I PUF outputs are not controllable by the manufacturer/user/attacker;

I Any invasive attack permanently changes the PUF outputs;

I PUFs generate their outputs only when powered up.
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Biometric Application

• Mobile Device User Authentication with Fingerprints

Source Enrollment

Authentication

Secret Key

Secret Key

Helper Data

Noisy Measurements
<latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit><latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit><latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit>

Noisy Measurements
<latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit><latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit><latexit sha1_base64="jNllggyzleZRsxQr/wv9Grh+0L8=">AAACAXicbVC7SgNBFJ31GeNr1UpsBoNgFXZFMHYBGxslgmsCyRJmJzfJkNkHM3fFsAQbf8XGQsXWv7Dzb5wkW2jigYHDOfdw554gkUKj43xbC4tLyyurhbXi+sbm1ra9s3un41Rx8HgsY9UImAYpIvBQoIRGooCFgYR6MLgY+/V7UFrE0S0OE/BD1otEV3CGRmrb+y2EB8yuY6GH9AqYThWEEKEete2SU3YmoPPEzUmJ5Ki17a9WJ+bpOM0l07rpOgn6GVMouIRRsZVqSBgfsB40DY1YCNrPJieM6JFROrQbK/MipBP1dyJjodbDMDCTIcO+nvXG4n9eM8Vuxc9ElKQIEZ8u6qaSYkzHfdCOUMBRDg1hXAnzV8r7TDGOprWiKcGdPXmeeCfl87Jzc1qqVvI2CuSAHJJj4pIzUiWXpEY8wskjeSav5M16sl6sd+tjOrpg5Zk98gfW5w+Ld5ey</latexit>
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PUF Application 1

• Encryption/Decryption with Physical Unclonable Functions (PUFs)

Encryption Decryption
Message

(Plaintext)

Ciphertext
Decrypted 

Message
(Plaintext)

Encryption 

      Key

Secret Key Source

(e.g., NVM, PUF)

Decryption 

      Key

NVM= Non-Volatile Memory
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PUF Application 2

• PUF Outputs Used As a Local Key for a Digital Device
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PUF Application 3

• Wiretap channel (WTC) Communication with a PUF Output
as the Local Randomizer at the WTC Encoder

ENCODER DECODERM M

ALICE BOB

channel
Xn

EVE

Y n

channel
Zn

ä Consider the PUF output as an additional input to the WTC encoder.
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Other PUF Applications

• Other applications of PUFs:

ä Security of an item with an RFID tag can be provided by using
lightweight PUF designs as a source of secret key that protects the
RFID tag from being copied.

ä Non-repudiation, i.e., undeniable transmission or reception of data,
proof of execution on a specific processor, and remote integrated
circuit (IC) enabling, can be provided by PUFs.
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Other PUF Applications (Cont’d)

I Every application of PUFs has different assumptions about the PUF
properties, computational complexity of the system that takes PUF
outputs as input, and the specific system models. There are different
constraints and system parameters for each application.

I We focus mainly on the application where a secret key is generated from a
PUF for user, or device, authentication.
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A Definition of PUF

ä A PUF is a challenge response mapping embodied by a physical device
such that it is

I easy and fast for the physical device to evaluate the PUF response;

I hard for an attacker, who cannot access the PUF, to determine the
PUF response to a randomly chosen challenge, even if he has access
to a set of challenge-response pairs.
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Physical vs. Physically

ä There are alternative expansions of the term PUF such as “physically
unclonable function”, which suggests that it is a function that is only
physically unclonable.

ä Physically unclonable functions may provide a weaker security guarantee
since they allow their functions to be digitally cloned.

ä For any practical application of a PUF, we need the property of
unclonability both physically and digitally.

ä We therefore use only the term “physical unclonable function”.
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PUF Types

ä There are many ways to group PUF types, e.g.,
electronic vs. non-electronic PUFs or weak vs. strong PUFs.

ä Weak PUFs are identified by having a limited number of challenge
response pairs (CRPs) and by keeping the responses internal and secret.

ä Strong PUFs must allow many CRPs with the feature of unpredictability
of a uniformly-at-random chosen CRP from a small set of known CRPs.

ä We focus on weak PUFs such as ring oscillators (ROs) and SRAM PUFs.
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PUF Types (Cont’d)

ä Weak PUFs were not preferred due to the “small entropy” one can extract
from them, but we show that

I If the random sequence is extracted over the dimension of the set of
devices/PUFs, one can extract infitinitely many secure bits from
weak PUFs,

I The optimal number of secure bits extracted from weak PUFs with
noisy outputs can be achieved by using a nested code
construction proposed,

I The transform-coding algorithm is shown to require a smaller
hardware area than benchmark PUF designs.
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RO PUF Review

RO PUFs

• A delay-based intrinsic PUF scheme uses the random variations in the
oscillation frequencies of ROs to generate a secret key.

ENABLE

Td
Ring Oscillator
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RO PUF Review (Cont’d)

RO PUFs

ä Source of randomness: the uncontrollable silicon process variations on
digital components’ delays.

ä Hard macro designs are used for each RO: identical implementations.

ä Temperature and voltage effects are orders of magnitude greater than
the random variations in RO outputs.

ä Correlations in RO outputs decrease entropy in the extracted bit sequence.

ä There is noise in every measurement of the digital circuits.

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 23



Secret Key Generation with RO PUFs
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F: Real-valued Oscillation Frequencies

B: Uniform Bit Sequence

W: Side Information

N: Noise

E: Error Vector
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Fuzzy Commitment Scheme

Cn = f (S)

PY |X

Ŝ = g (Rn)

W

Xn Y n =Xn⊕En

S

Enrollment Reconstruction

Ŝ

RnCn

I Secret key S and helper data W have to be independent,

I Block error probability should satisfy PB ≤ 10−9,

I S should be uniformly random with entropy ≥ 128 bits.
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Main Aims

Cn = f
(
S
)

PỸ L|X̃L

Ŝ = g
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Signal Processing Signal Processing

Ŝ

RnCn

ä Block error probability should satisfy, e.g., PB ≤ 10−9.
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f(·) and g(·)

ä Suppose binary linear block codes with bounded minimum distance
decoders (BMDD) are used for low complexity.

ä A block code has

I blocklength n,
I dimension k,
I minimum distance d.

ä A BMDD for a block code can correct all error patterns with at most

e =
⌊d− 1

2

⌋
errors.
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Signal Processing Steps
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ä Apply a transform Tr×c(·) to decorrelate X̃L,

ä Histogram equalization converts all transform-coefficient outputs into
standard Gaussian random variables,

ä Each scalar quantizer satisfies the uniformity property

Pr[Quant(T̂i) = (q1, q2, . . . , qKi
)] =

1

2Ki
for i = 1, 2, . . . , L,
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Signal Processing Steps (Cont’d)

Identifier 

rxc

X

Transform

T

T

Quant.

C
o
n

c
a
t.

Q

Hist.

Equali.

T
^

Gray 

Mapp.

~ L

Q

X
N

rxc

Y
~ L

/

Y
N

/

^

ä The noise components have zero mean, so use Gray mapping,

ä Concatenate all extracted bits to obtain Xn/Y n,

ä Error symbols Ei = Xi ⊕ Yi need not be independent or identically
distributed.
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Previous Approach

Average Fractional Hamming Distance D(K) Metric

Di(L)=
1

L

∫ ∞
−∞

∫ ∞
−∞

(
2L∑
l=1

Pr[Q(t̂+n̂)= l]HDl(t̂)

)
· pT̂i

(t̂)pN̂i
(n̂)dt̂dn̂

• L: Number of bits extracted from the i-th transform coefficient;

• HDl(t̂): Hamming distance between sequences assigned to the l-th interval
and to the interval Q(t̂) with equiprobable quantization intervals;

• T̂i: Standard normal distributed transform coefficient;

• N̂i: Gaussian noise in the i-th coefficient after equalization.
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Previous Approach (Cont’d)

1 Fix a crossover probability pb for all binary symmetric channels (BSCs)
PY |X of all transform coefficients.

2 Determine the number of bits Li(pb) extracted from the i-th coefficient as
the greatest number of bits L such that Di(L)≤pb.

3 Design channel codes for the BSC PY |X with crossover probability pb in
combination with the fuzzy-commitment scheme.
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Improvements to the Previous Approach
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ã Keep the structure of the post-processing steps.

ã Satisfy the same security and privacy constraints, i.e.,
• Code dimension, e.g., k ≥ 128 bits,
• Code rate is at its maximum,
• Extracted bit sequence Xn is i.i.d. according to Ber(0.5),
• Equivalent channel PY |X is memoryless.
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Improvements to the Previous Approach (Cont’d)

ã 7 Model the channel (conservatively) as a BSC;
X Success probability is used without a channel model.

ã 7 Maximize the total number Ltotal of bits extracted;
X Give reliability guarantees for a fixed-length sequence.

ã Find “low-complexity”block codes that satisfy the block-error probability
constraint PB ≤ 10−9 by ensuring that a fixed number trequired of errors
can be corrected.
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Code-based Quantizer Design

ä Suppose a BMDD can correct all patterns with up to e errors,

ä We order the transform coefficients such that the numbers of bits Ki

extracted are non-increasing, i.e., Ki ≥ Ki+1 for all i = 1, 2, . . . , L− 1,

ä Consider the correctness metric (conservative!)

PC,i(Ki) = Pr[(X1, X2, . . . , XKi
) = (Y1, Y2, . . . , YKi

)],

ä If Cmax coefficients are erroneous, the BMDD should satisfy
(conservative!)

e ≥
Cmax∑
i=1

Ki,

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 33



Code-based Quantizer Design (Cont’d)

ä Determine Ki = maxK such that Pc,i(K) ≥ P̄c(Cmax),

I P̄c(Cmax) = minP satisfying (conservative!)

L∑
c=Cmax+1

(
L

c

)
(1−P )

c
PL−c =PB≤10−9.

ä For a fixed Cmax, the binary block code should satisfy

ä blocklength n ≤ N =

L∑
i=1

Ki,

ä dimension k ≥ 128,

ä minimum distance d ≥ 2e+ 1 ≥ 2
(Cmax∑

i=1

Ki

)
+ 1.
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RO Dataset

ä We use a public dataset with ring oscillator (RO) outputs.

ä The dataset contains multiple measurements of 16×16 arrays of ROs, i.e.,
L = 255, with identical circuit designs.

ä Measurements are taken from multiple devices from the same chip family
under ideal temperature and voltage conditions.
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ä We apply the two-dimensional discrete cosine transform (DCT) to
decorrelate the identifier outputs in the dataset.
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ä P̄c(Cmax) = minP satisfying

L∑
c=Cmax+1

(
L

c

)
(1−P )

c
PL−c =PB≤10−9
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ä Ki = maxK such that Pc,i(K) ≥ P̄c(Cmax)
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ä Total bit length: N =

L∑
i=1

Ki
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ä e ≥
Cmax∑
i=1

Ki
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Code-based Quantizer Design for ROs

Cmax 16 17 18 19 20
P̄c 0.9902 0.9889 0.9875 0.9860 0.9844
Kmax 3 3 3 3 3
N 144 224 250 255 259
e 18 20 21 23 25

ã None of the binary (extended) Bose-Chaudhuri-Hocquenghem (BCH) and
Reed-Solomon (RS) codes satisfy any [N(Cmax), e(Cmax)] pair

ã The requirements used for the table are conservative!
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Code Selection

ä Consider the pair [N(20) = 259, e(20) = 25] but enforce Ki = 1. Then, we
obtain N = L = 255 and e = Cmax = 20!

ä Choose the binary BCH code with

ã blocklength n = 255,

ã dimension k = 131,

ã minimum distance d = 2eBCH + 1 = 2× 18 + 1.

ä eBCH = 18 is smaller than the requirement e = 20. However, the
requirements are still conservative!
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Code Selection (Cont’d)

BCH(255, 131, 18) actually satisfies the constraint PB ≤ 10−9 since

• Each coefficient has a different success probability
⇒ Poisson binomial distribution of success probabilities;

• From the DFT Characteristic Function (CF) method, we obtain

255∑
e=19

{ ∑
A∈Fe

∏
j∈A

(1− Tj)
∏
j∈Ac

Tj

}
≤ 10−9

where Tjs are success probabilities and Fe is the set of all subsets of e integers
that can be selected from {1, 2, . . . , 255}.

ä Remark: We need to consider ≈ 1027 cases if we do not use the DFT-CF
method!
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Code Selection

ä Calculate the block-error probability with this code as
PB≈1.26×10−11<10−9!

ä BCH(255, 131) has better secret-key and privacy-leakage rates than
other proposed codes for the fuzzy commitment scheme, syndrome-based
methods, and fuzzy extractors.
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Discussions

ä There is still a gap between the optimal rate pairs and the proposed code.

ã This gap can be closed by using other channel encoders and decoders
at the cost of higher hardware complexity or by designing other
schemes.

ä We will discuss the first optimal code construction for PUFs and
biometrics with privacy preservation. This construction improves on all
previous schemes.
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Discussions (Cont’d)

The choice of transform is vital since

ä Decorrelation efficiency of the transform
(i.e., Uniformity and Secrecy Leakage),

ä The bit error probability of each extracted bit (i.e., Reliability),

ä Complexity of post-processing (i.e., Hardware complexity)

are determined by the transform.

ä We compared many transforms and suggest to use the Discrete Walsh
Hadamard Transform (DWHT) due to low complexity, high reliability, and
high decorrelation efficiency.
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Part II

Models and Rate Regions for Key Agreement
with PUFs
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PUF Models and Problem Definition

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

Consider

• noiseless biometric identifier or PUF outputs Xn ∼ Pn
X ,

• noisy outputs Y n measured through the DMC PY |X ,

• secret key S and public side information (helper data) generated from Xn,

• secret key Ŝ estimated from (Y n,W ).
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PUF Models and Problem Definition (Cont’d)

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

• This model is called generated-secret (GS) model.

• The model where a secret key S that is independent of (Xn, Y n) is
embedded to the encoder, is called chosen-secret (CS) model.
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PUF Models and Problem Definition (Cont’d)

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

• Make error probability Pr[S 6= Ŝ] negligible,

• Make secrecy leakage I(S;W ) negligible,

• Maximize secret key S rate Rs =
H(S)

n
,

• Minimize public helper data W rate Rw =
log |W|
n

,

• Minimize privacy-leakage rate R` =
1

n
I(Xn;W ).
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PUF Models and Problem Definition (Cont’d)

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

• Reliability: Block error probability Pe = Pr[Ŝ 6= S] should vanish,

• Secrecy: S should be independent of W and Rs should be maximized,

• Privacy: R` should be minimized,

• Storage: Rw should be minimized.
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Motivations for Privacy Leakage Analysis

I Security and Privacy are not the same!

I The actions taken, e.g., computations, requests from a database,
transactions, are related to security.

I Anything that leaks information about your identity is related to privacy.
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Motivations for Privacy Leakage Analysis (Cont’d)

I For instance, one can make money transfer and every node in the network
can obtain all the details of the transaction ( e.g., the amount and time of
the transaction), except the identity of the node who made the transfer.
Then, secrecy is fully leaked but privacy is preserved.

I The same biometric or physical identifier can be used by multiple
applications. Every time an application uses the same identifier output,
some information has to be leaked about the noiseless source output
although the secrecy leakage can be limited. One can show that privacy
leakage from an application might result in secrecy leakage for
another application that uses the same identifier output.
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Generated-Secret (GS) Model

Definition

A key-leakage-storage rate tuple (Rs, R`, Rw) is achievable for the GS model
with noiseless encoder measurement and noisy decoder measurements through
the PY |X if, given any δ>0, there is some blocklength n≥1, and an encoder

and a decoder for which Rs =
log |S|
n

and

Pr[S 6= Ŝ] ≤ δ (reliability) (1)

I(S;W ) ≤ δ (strong secrecy) (2)

1

n
I(Xn;W )≤R`+δ (privacy) (3)

1

n
H(S) ≥ Rs − δ (key uniformity) (4)

1

n
log |W| ≤ Rw + δ (storage). (5)
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Key-Leakage-Storage Region for the GS Model

Theorem 1
The key-leakage-storage region for the GS model is

Rgs =
⋃

PU|X

{
(Rs, R`, Rw) :

0 ≤ Rs ≤ I(U ;Y ), (6)

R` ≥ I(U ;X)− I(U ;Y ), (7)

Rw≥I(U ;X)− I(U ;Y )
}
. (8)

I Proof uses the output statistics of random binning (OSRB) method.
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Key-Leakage-Storage Region for the CS Model

Theorem 2
The key-leakage-storage region for the CS model is

Rcs =
⋃

PU|X

{
(Rs, R`, Rw) :

0 ≤ Rs ≤ I(U ;Y ), (9)

R` ≥ I(U ;X)− I(U ;Y ), (10)

Rw≥I(U ;X)
}
. (11)

I Proof uses the proof for the GS model in combination with a one-time
padding step.
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BSC Example

• Consider the binary symmetric source (BSS) PX and binary symmetric
channel (BSC) PY |X such that

Pr[X = 0] = 0.5 (12)

Pr[Y = 1|X = 0] = Pr[Y = 0|X = 1] = p for some 0 ≤ p < 0.5. (13)

• An equivalent model is Y = X ⊕ Z, where
• X and Z are independent,
• (12) is satisfied and Z is binary source with Pr[Z = 1] = p.

• We will evaluate the key-leakage-storage region Rgs for this example.
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BSC Example (Cont’d)

I The rate region Rgs requires us to maximize I(U ;Y ) and minimize
I(U ;X) simultaneously! This is an information bottleneck problem.

I Since X is binary and PY |X is a BSC, we can use Mrs. Gerber’s lemma.

I Define the binary entropy function Hb(·) as

Hb(p) = −p log2(p)− (1− p) log2(1− p) (14)

with an inverse H−1
b (·) that takes on values in [0, 0.5] and define the cyclic

convolution operator ∗ as

p ∗ q = p(1− q) + (1− p)q = p(1− 2q) + q. (15)
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BSC Example (Cont’d)

I The rate region Rgs requires us to maximize I(U ;Y ) and minimize
I(U ;X) simultaneously!

I This is equivalent to minimize H(Y |U) = H(X ⊕ Z|U) and maximize
H(X|U) simultaneously!

I Mrs. Gerber’s lemma proves for any valid H(X|U) ∈ [0, 1] that

H(X ⊕ Z|U) ≥ H(p ∗H−1
b (H(X|U))) (16)

with equality if PX|U is a BSC with crossover probability H−1
b (H(X|U)).

ä We therefore evaluate the key-leakage-storage region Rgs for this example
by achieving the equality in Mrs. Gerber’s lemma.
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BSC Example (Cont’d)

Storage-key projection of Rgs for BSS PX and PY|X ∼BSC(0.15).
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Multiple Measurements at the Decoder

• Mrs. Gerber’s lemma extends to the case with MD measurements at the
decoder if the channel PY1Y2···YMD

|X is a binary-input symmetric output

(BISO) channel, which can be decomposed into a mixture of BSCs.

• We now illustrate the gains from multiple measurements at the decoder
through independent BSCs each with crossover probability p.

• Note that independent BSCs can be decomposed into BSCs, so Mrs.
Gerber’s lemma will be applied.
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Multiple Measurements at the Decoder (Cont’d)

Leakage-key projection of Rgs for PYm|X ∼ BSC(p) for m = 1,2, . . . ,MD.
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Multiple Measurements at the Decoder (Cont’d)

Leakage-key projection of Rcs for PYm|X ∼ BSC(p) for m = 1,2, . . . ,MD.
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Multiple Measurements at the Decoder (Cont’d)

I Since the decoder sees MD noisy versions Y1:MD
of the same source

symbol X, it can “combine” the measurements to form a less noisy
equivalent channel.

I This is entirely similar to using maximal ratio combining (MRC) to obtain
a sufficient statistic about a symbol that is transmitted several times over
an additive white Gaussian noise (AWGN) channel.

ä The resulting gain may thus be interpreted as a diversity gain, in analogy
to multiple-antenna wireless communication systems.
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Effects of Bias in the Source Output

I We illustrate the effects of bias in the source outputs, i.e., PX(0) 6= 0.5.

I If we decrease PX(0), then both H(X) and H(Y1:MD
) decrease, so we

need to evaluate the limits to see the total effects of a bias..
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Effects of Bias in the Source Output (Cont’d)

R` vs. Rs projection of the key-leakage-storage region Rgs

for p = 0.10, and MD = 3
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Abbildung: Key-leakage capacity regions for both settings with (un)biased sources, .
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Effects of Bias in the Source Output (Cont’d)

I We can conclude that the effects of bias on the asymptotically achievable
rate regions are not big if multiple measurements are considered at the
decoder.

ä The optimal code construction for the biased case is different than the
optimal code construction for the uniform source output case, which
might increase the complexity of code construction and of the
decoding for the biased cases.
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Hidden Source Model Extension

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

X̃n

PX̃|X

• Take noisy enrollment into account to model uncertainty about the source
w Hidden source model (HSM)

• Intuitions and Insights:
• Every identifier measurement is noisy, including encoder measurements.

• Two separate measurement channels model that the noise components on
the encoder and decoder measurements are independent.

• Multiple measurements at the encoder can be shown to be useful to enlarge
the rate region.

• The privacy leakage definition should be chosen carefully.
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Hidden Source Model Extension (Cont’d)

Definition

A key-leakage-storage rate tuple (Rs, R`, Rw) is achievable for the hidden GS or
CS model with noisy encoder and decoder measurements through PX̃|X and

PY |X , respectively, if given any δ>0 there is some blocklength n≥1, and an

encoder and a decoder for which Rs =
log |S|
n

and

Pr[S 6= Ŝ] ≤ δ (reliability) (17)

I(S;W ) ≤ δ (strong secrecy) (18)

1

n
I(Xn;W )≤R`+δ (privacy) (19)

1

n
H(S) ≥ Rs − δ (key uniformity) (20)

1

n
log |W| ≤ Rw + δ (storage). (21)
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Rate Region for the Hidden GS Model

Theorem 3
The key-leakage-storage region for the hidden GS model is

Rhgs =
⋃

P
U|X̃

{
(Rs, R`, Rw) :

0 ≤ Rs ≤ I(U ;Y ),

R` ≥ I(U ;X)− I(U ;Y ),

Rw≥I(U ; X̃)− I(U ;Y )
}
.
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Rate Region for the Hidden CS Model

Theorem 4
The key-leakage-storage region for the hidden CS model is

Rhcs =
⋃

P
U|X̃

{
(Rs, R`, Rw) :

0 ≤ Rs ≤ I(U ;Y ),

R` ≥ I(U ;X)− I(U ;Y ),

Rw≥I(U ; X̃)
}
.
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Hidden Source Example

• Suppose the binary sequence X̃n corresponds to a single noisy
measurement of the binary hidden source Xn at the encoder. Assume
that the inverse channel PX|X̃ is a BSC, an assumption that is fulfilled if

PX is uniform and PX̃|X is a BSC.

• Consider a BISO channel PY1:MD
|X with a binary input and MD binary

measurements as output, i.e., the channel has 2MD possible output
symbols.

• We decompose the channel into L = 2MD−1 BSCs to use the extension of
Mrs. Gerber’s lemma. We index these BSCs from 1 to L.

• Let A = a represent the BSC index chosen by the channel and let pa be
the crossover probability of a-th subchannel.
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Hidden Source Example (Cont’d)

ä We now simplify the key-leakage-storage regions for the measurement
channels PX̃|X and PY1:MD

|X considered above so that a single parameter

characterizes the regions.

Theorem 5
Suppose PX|X̃ is a BSC with crossover probability p, where 0 ≤ p ≤ 0.5, and

PY1:MD
|X is a mixture of BSCs. The boundary points of Rhgs and Rhcs are

achieved by channels PX̃|U that are BSCs.
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Visible vs. Hidden Source Models

I We will illustrate the problems occurring if one mistakenly models a
hidden source as a visible source, which is what the big part of the PUF
industry is doing right now.

I We study the GS model with a hidden binary symmetric source (BSS).

I Suppose PX̃|X is a BSC with crossover probability pE. The inverse channel

PX|X̃ is also a BSC with crossover probability pE due to source symmetry.

I PY1:MD
|X consists of MD independent BSCs each with crossover

probability pD.
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Visible vs. Hidden Source Models (Cont’d)

I The encoder, e.g., a hardware manufacturer (for PUFs) or a trusted entity
(for biometrics), models the source as visible or hidden, and a code is then
constructed for the assumed model. Therefore, the assumed model
determines the performance of the actual system.

ä We first illustrate that treating the hidden source model (HSM) as if it
were a visible source model (VSM) might give pessimistic privacy-leakage
rate results for MD ≥ 1 and over-optimistic secret-key and storage rate
results for MD>1. The latter results in unnoticed secrecy leakage and
reduced reliability.
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Visible vs. Hidden Source Models (Cont’d)

I For the supposed VSM, X̃n is mistakenly considered to be a noise-free
source, i.e., pVSM

E =0, and the corresponding decoder-output channel
PVSM
Y1:MD

|X̃ consists of MD independent BSCs each with crossover

probability pE ∗ pD because PY |X̃ is estimated from identifier
measurements.

I However, the HSM considers an encoder measurement through a BSC with
crossover probability pE and MD independent decoder measurements
through BSCs, each with crossover probability pD.

I Therefore, the HSM results in a conditional probability distribution
PY1:MD

|X̃ that is different from the supposed VSM distribution PVSM
Y1:MD

|X̃
for MD>1 and in a key-leakage-storage region Rhgs that is different from
the supposed VSM region RVSM

gs for MD≥1.
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Visible vs. Hidden Source Models (Cont’d)

Storage-leakage projection of the boundary triples for the GS model with
pD =0.10.

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
0

0.2

0.4

0.6

Storage Rate (bits/source-bit)

P
ri

va
cy

-l
ea

ka
ge

R
at

e
(b

it
s/

so
u

rc
e-

b
it

)

HSM pE=0.03&MD=1
HSM pE=0.03&MD=3
HSM pE=0.10&MD=1
HSM pE=0.10&MD=3
VSM pE=0.03&MD=1
VSM pE=0.03&MD=3
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Visible vs. Hidden Source Models (Cont’d)

Storage-key projection of the boundary triples for the GS model with
pD =0.10.
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Visible vs. Hidden Source Models (Cont’d)

I Figure on page 72 shows that
• the supposed VSM gives pessimistic privacy-leakage rate results.

I Figure on page 73 shows that
• The R∗s of the HSM and supposed VSM are equal if MD=1, but the

supposed VSM gives over-optimistic secret-key and storage rate results for
MD> 1.

I These comparisons show that designing a code for the supposed VSM can
lead to substantial secrecy leakage and reliability reduction.
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Further Model Extensions

DECODER

Source PX̃Y |X
Xn

X̃n

Y n

ENCODER

W

S

Ŝ

• A broadcast channel (BC) PX̃Y |X measurement models the correlation

between the noise components on the encoder and decoder measurements.
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Further Model Extensions (Cont’d)

I Introducing a cost-constrained action sequence An that is a function of
the helper data W to control the quality, number, or reliability of the
decoder measurement channel PY |XA enlarges the
key-leakage-storage(-cost) region.

I Similar to the BC model, we allow correlation between the noise
components on the encoder and decoder measurements of the
cost-constraint action dependent model above by considering a decoder
measurement channel PY |XX̃A such that X̃n is an additional input. This

correlation possibly shrinks the key-leakage-storage-cost region.
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Part III

Optimal Code Constructions for Key Agreement
with PUFs
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Main Discussions

ä We discuss binning-based code constructions that are
Pareto optimal and improve on all existing methods.

ä Polar codes designed for RO and SRAM PUFs achieve rate tuples that
cannot be achieved by existing methods.
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Existing Methods

ä Code-offset fuzzy extractors (COFE) for the GS model,

ä Fuzzy-commitment scheme (FCS) for the CS model,

ä Syndrome-based Polar Code Construction for the GS model.
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Existing Methods (Cont’d)

ä COFE and FCS result in a storage rate of 1 bit/symbol
since they apply one-time padding.

ä Syndrome-based polar code construction

ä improved on existing methods
because it is a Slepian-Wolf coding construction,

ä achieves only a single point on the region Rgs boundary.

ä We now show that our Wyner-Ziv (WZ)-coding constructions are
Pareto optimal.
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WZ-coding with Random Linear Codes (RLCs)

Assume

ä Xn ∼ Bernn

(
1

2

)
,

ä PY |X is a BSC with crossover probability pA.
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WZ-coding with RLCs (Cont’d)

ä Choose uniformly at random the full-rank parity-check matrices H1, H2,
and H as

H =

[
H1

H2

]
(22)

ä H1 ∈ {0, 1}m1×n defines a binary linear code C1
with parameters (n, n−m1),

ä H ∈ {0, 1}(m1+m2)×n defines a binary linear code C
with generator matrix G and parameters (n, n−m1−m2),

ä Codes are nested, i.e., C ⊆ C1.
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WZ-coding with RLCs (Cont’d)

ä Impose the conditions, for some q ∈ [0, 0.5] and δ > 0,

k1

n
,
n−m1

n
= 1−Hb(q) + δ, (23)

k

n
,
n−m1 −m2

n
= 1−Hb(q ∗ pA)− δ. (24)
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GS Model (Recall)

DECODER

Source
Xn

Y n

ENCODER

W

S

Ŝ
PY |X

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 84



WZ-coding with RLCs (Cont’d)

Encoder:

ä Observe Xn and find the codeword Xn
q ∈ C1 such that

Xn
q = arg min

Cn∈C1
dH(Xn, Cn) (25)

where dH(·) is the Hamming distance,

ä Error sequence Xn ⊕Xn
q , En

q ∼ Bernn(q) when n→∞,

ä Assign W = Xn
q H

T
2 as helper data since Xn

q H
T = [0 W ],
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WZ-coding with RLCs (Cont’d)

Encoder (Cont’d):

ä Sum Xn
q with the sequence Ln

W that is in the same coset as Xn
q and that

has the minimum Hamming weight. The sum is Xn
q ⊕ Ln

W = Xn
c ∈ C,

ä Assign the secret key S such that Xn
c = SG,
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WZ-coding with RLCs (Cont’d)

Encoder (Cont’d):

ä Sum Xn
q with the sequence Ln

W that is in the same coset as Xn
q and that

has the minimum Hamming weight. The sum is Xn
q ⊕ Ln

W = Xn
c ∈ C,

ä Assign the secret key S such that Xn
c = SG,
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WZ-coding with RLCs (Cont’d)

Encoder (Cont’d):

ä Codewords in blue and green belong to C1,

ä Codewords in green belong to C.

W = 0 W = 1 ... W = 2m2−1
S=0 Cn

0 =Ln
0 =00..0 Ln

1 =00..1 ... Ln
2m2−1 =01..1

...
...

...
. . .

...
S=s Cn

s Cn
s ⊕Ln

1 ... Cn
s ⊕Ln

2m2−1
...

...
...

. . .
...

S=2k−1 Cn
2k−1 Cn

2k−1⊕Ln
1 ... Cn

2k−1⊕Ln
2m2−1

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 87



WZ-coding with RLCs (Cont’d)

Encoder (Cont’d):

ä Codewords in blue and green belong to C1,

ä Codewords in green belong to C.
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WZ-coding with RLCs (Cont’d)

Decoder:

ä The channel PY n|Xn
q
∼ Bernn(q ∗ pA) when n→∞,

ä C can correct errors in PY n|Xn
q

with high probability to estimate Xn
q ,

ä X̂n
q determines Ŝ.
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WZ Polar Code Construction

Polar Codes

ä A polar transform converts an input sequence Un with frozen and unfrozen
bits to a codeword Xn.

ä Polar codes rely on converting the physical channel Pn
Y |X into virtual

channels PY nUi−1|Ui
.

ä Polar codes achieve the symmetric capacity, i.e., the highest rate
achievable subject to using the input letters of the channel with equal
probability, of a discrete memoryless channel.
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WZ Polar Code Construction (Cont’d)
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WZ Polar Code Construction (Cont’d)

I Use two polar codes C1(n,F1, V ) and C(n,F , V ) with F = F1 ∪ Fw and
V = [V,W ], where
• V has length m1,
• W has length m2,
• m1 and m2 satisfy (23) and (24).

I The indices in F1 represent frozen channels with assigned values V for
both codes and C has additional frozen channels with assigned values W
denoted by Fw, i.e., the codes are nested.
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WZ Polar Code Construction (Cont’d)

I The code C1 serves as a VQ with a desired distortion q, and the code C
serves as the error correcting code for a BSC(q ∗ pA). The idea is to obtain
W during enrollment and store it as public helper data.

I W is used by the decoder to estimate the secret key S of length
n−m1 −m2.
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WZ Polar Code Construction (Cont’d)

Construction of C and C1: Since C ⊆ C1 are nested codes, they must be
constructed jointly. For a given secret key size n−m1 −m2, block length n,
crossover probability pA, and target block-error probability PB = Pr[S 6= Ŝ], we
propose the following procedure.

1 Construct a polar code of rate (n−m1−m2)/n and use it as the code C,
i.e., define the set of frozen indices F .
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WZ Polar Code Construction (Cont’d)

2 Evaluate the error correction performance of C with a decoder for a BSC
with a range of crossover probabilities to obtain the crossover probability
pc, resulting in a target block-error probability of PB . Using
pc = E[q] ∗ pA =, we obtain the target distortion E[q] averaged over a
large number of realizations of Xn.

3 Find an F1 ⊂ F that results in an average distortion of E[q] with a
minimum possible amount of helper data. Use F1 as the frozen set of C1.

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 94



WZ Polar Code Construction (Cont’d)

1 Step 1 is a conventional polar code design task.

2 Step 2 is applied by Monte-Carlo simulations.

3 For step 3, we start with F ′1 = F and compute the resulting average
distortion E[q′] via Monte-Carlo simulations. If E[q′] is not less than E[q],

we remove elements from F ′1 according to the reliabilities of the polarized
bit channels and repeat the procedure until we obtain the desired average
distortion E[q].
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Rate-tuple Comparisons

ä Key length 128 bits,

ä Block error probability PB = 10−6,

ä PY |X ∼ BSC(pA = 0.15).

ä Design nested polar codes in combination with successive cancellation
list (SCL) decoders with list size 8.
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Rate-tuple Comparisons (Cont’d)
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Part IV

Secure Identification with PUFs
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Traditional Communication (Shannon Picture)

M
channelencoder f

Xn Y n

TRANSMITTER RECEIVER

decoder D
<latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit> M̂

<latexit sha1_base64="76HJQf2amFKEcgqgM75e2yDeaHs=">AAACFHicbVBNS8MwGE7n15xfVY9eikMQHKOdQz0OPehFmOLmoC0jTdMtLG1Kkgqj9Ed48a948aCIVw/e/Dem3Q66+ULIw/O8b94njxdTIqRpfmulhcWl5ZXyamVtfWNzS9/e6QqWcIQ7iFHGex4UmJIIdySRFPdijmHoUXzvjS5y/f4Bc0FYdCfHMXZDOIhIQBCUiurrR07xhn17ee6mDcusHZ/UmmZWcTxGfTEO1ZU6QyjT6yzr61WzbhZlzANrCqpgWu2+/uX4DCUhjiSiUAjbMmPpppBLgihWSxKBY4hGcIBtBSMYYuGmhaHMOFCMbwSMqxNJo2B/T6QwFLlB1RlCORSzWk7+p9mJDM7clERxInGEJouChBqSGXlChk84RpKOFYCIE+XVQEPIIZIqx4oKwZr98jzoNuqWWbdumtVWcxpHGeyBfXAILHAKWuAKtEEHIPAInsEreNOetBftXfuYtJa06cwu+FPa5w/v4518</latexit><latexit sha1_base64="76HJQf2amFKEcgqgM75e2yDeaHs=">AAACFHicbVBNS8MwGE7n15xfVY9eikMQHKOdQz0OPehFmOLmoC0jTdMtLG1Kkgqj9Ed48a948aCIVw/e/Dem3Q66+ULIw/O8b94njxdTIqRpfmulhcWl5ZXyamVtfWNzS9/e6QqWcIQ7iFHGex4UmJIIdySRFPdijmHoUXzvjS5y/f4Bc0FYdCfHMXZDOIhIQBCUiurrR07xhn17ee6mDcusHZ/UmmZWcTxGfTEO1ZU6QyjT6yzr61WzbhZlzANrCqpgWu2+/uX4DCUhjiSiUAjbMmPpppBLgihWSxKBY4hGcIBtBSMYYuGmhaHMOFCMbwSMqxNJo2B/T6QwFLlB1RlCORSzWk7+p9mJDM7clERxInGEJouChBqSGXlChk84RpKOFYCIE+XVQEPIIZIqx4oKwZr98jzoNuqWWbdumtVWcxpHGeyBfXAILHAKWuAKtEEHIPAInsEreNOetBftXfuYtJa06cwu+FPa5w/v4518</latexit><latexit sha1_base64="76HJQf2amFKEcgqgM75e2yDeaHs=">AAACFHicbVBNS8MwGE7n15xfVY9eikMQHKOdQz0OPehFmOLmoC0jTdMtLG1Kkgqj9Ed48a948aCIVw/e/Dem3Q66+ULIw/O8b94njxdTIqRpfmulhcWl5ZXyamVtfWNzS9/e6QqWcIQ7iFHGex4UmJIIdySRFPdijmHoUXzvjS5y/f4Bc0FYdCfHMXZDOIhIQBCUiurrR07xhn17ee6mDcusHZ/UmmZWcTxGfTEO1ZU6QyjT6yzr61WzbhZlzANrCqpgWu2+/uX4DCUhjiSiUAjbMmPpppBLgihWSxKBY4hGcIBtBSMYYuGmhaHMOFCMbwSMqxNJo2B/T6QwFLlB1RlCORSzWk7+p9mJDM7clERxInGEJouChBqSGXlChk84RpKOFYCIE+XVQEPIIZIqx4oKwZr98jzoNuqWWbdumtVWcxpHGeyBfXAILHAKWuAKtEEHIPAInsEreNOetBftXfuYtJa06cwu+FPa5w/v4518</latexit><latexit sha1_base64="76HJQf2amFKEcgqgM75e2yDeaHs=">AAACFHicbVBNS8MwGE7n15xfVY9eikMQHKOdQz0OPehFmOLmoC0jTdMtLG1Kkgqj9Ed48a948aCIVw/e/Dem3Q66+ULIw/O8b94njxdTIqRpfmulhcWl5ZXyamVtfWNzS9/e6QqWcIQ7iFHGex4UmJIIdySRFPdijmHoUXzvjS5y/f4Bc0FYdCfHMXZDOIhIQBCUiurrR07xhn17ee6mDcusHZ/UmmZWcTxGfTEO1ZU6QyjT6yzr61WzbhZlzANrCqpgWu2+/uX4DCUhjiSiUAjbMmPpppBLgihWSxKBY4hGcIBtBSMYYuGmhaHMOFCMbwSMqxNJo2B/T6QwFLlB1RlCORSzWk7+p9mJDM7clERxInGEJouChBqSGXlChk84RpKOFYCIE+XVQEPIIZIqx4oKwZr98jzoNuqWWbdumtVWcxpHGeyBfXAILHAKWuAKtEEHIPAInsEreNOetBftXfuYtJa06cwu+FPa5w/v4518</latexit>

W
<latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit>

• Transmit a message m ∈M := {1, 2, ...,Mn}
• Block code with input alphabet X := {0, 1, ..., q − 1}n
• Channel W = {W (y|x) : x ∈ X , y ∈ Y} is a stochastic matrix

• Probability for receiving a sequence yn ∈ Yn when xn ∈ Xn has been
transmitted:

Wn(yn|xn) =

n∏
i=1

W (yi|xi)

• Recover the exact message m ∈M with small decoding error

w Find the correct answer to “What was the transmitted message?”
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Message Transmission Capacity

• Rate of the code is: R =
1

n
log |M|

• Question: What is the largest rate of (almost) error free message
transmission?

The message transmission capacity C(W ) of a discrete memoryless channel
(DMC) W is

C(W ) = max
X

I(X;Y )

w Size of message set is |M| = 2nC(W ) (exponential)

The Shannon picture is the theoretical framework for all existing
communication, storage, and information processing systems!
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Local Randomness

Deterministic code

A (deterministic) (n,Mn)-code for W is a set of pairs {(xni ,Di) : i ∈M} with

• Codewords xni ∈ Xn for all i ∈M
• Disjoint decoding sets D ⊂ Yn with Di ∩ Dj = ∅ for all i, j ∈M, i 6= j

• Probability of error Wn(Di|xni ) ≥ 1− λ for all i ∈M

Randomized code

A randomized (n,Mn)-code for W is a set of pairs {(Q(·|i)n,Di) : i ∈M}
with

• Probability distributions Q(·|i) ∈ P(Xn) for all i ∈M
• Disjoint decoding sets D ⊂ Yn with Di ∩ Dj = ∅ for all i, j ∈M, i 6= j

• Probability of error
∑

xn∈Xn

Wn(Di|xn)Q(xn|i) ≥ 1− λ for all i ∈M

w No gain in performance with local randomness for traditional message
transmission!
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Physical Layer Security

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Bob
<latexit sha1_base64="v33s7+jV5QbOvbCWJwevARq84m0=">AAAB8XicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOyKblxWsA9sQ5lMJ+3QySTM3Igl9C/cuFDErX/jzr9xkgZR64ELh3Pu5d57vEhwDbb9aRWWlldW14rrpY3Nre2d8u5eW4exoqxFQxGqrkc0E1yyFnAQrBspRgJPsI43uUr9zj1TmofyFqYRcwMyktznlICR7vrAHiC5DL3ZoFy1a3YGvEicnFRRjuag/NEfhjQOmAQqiNY9x47ATYgCTgWblfqxZhGhEzJiPUMlCZh2k+ziGT40yhD7oTIlAWfqz4mEBFpPA890BgTG+q+Xiv95vRj8czfhMoqBSTpf5McCQ4jT9/GQK0ZBTA0hVHFzK6ZjoggFE1IpC+Eixen3y4ukfVxz6rX6zUm1UcnjKKIDVEFHyEFnqIGuURO1EEUSPaJn9GJp68l6td7mrQUrn9lHv2C9fwHxi5Eh</latexit>

Eve
<latexit sha1_base64="jAFafRW23eGg1V2JKNeMIJHPOb0=">AAAB8XicbVBNS8NAEN3Ur1q/qh69hBbBU0lU/LgVRPBYwX5gG8pmO2mXbjZhd1Isof/CiwdFvPpvvPlvTNIgan0w8Hhvhpl5bii4Rsv6NApLyyura8X10sbm1vZOeXevpYNIMWiyQASq41INgktoIkcBnVAB9V0BbXd8lfrtCSjNA3mH0xAcnw4l9zijmEj3PYQHjK8nMOuXq1bNymAuEjsnVZKj0S9/9AYBi3yQyATVumtbIToxVciZgFmpF2kIKRvTIXQTKqkP2omzi2fmYaIMTC9QSUk0M/XnREx9rae+m3T6FEf6r5eK/3ndCL0LJ+YyjBAkmy/yImFiYKbvmwOugKGYJoQyxZNbTTaiijJMQiplIVymOPt+eZG0jmv2Se3k9rRar+RxFMkBqZAjYpNzUic3pEGahBFJHskzeTG08WS8Gm/z1oKRz+yTXzDevwAFaJEu</latexit>

M
<latexit sha1_base64="G4CQqk63fQs8PYBbjicVfVm18zs=">AAAB6HicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOwKbtwILdgHtKFMpjft2MkkzEyEEvoFblwo4tZPcuffOEmDqPXAhcM593LvPV7EmdK2/WkVVlbX1jeKm6Wt7Z3dvfL+QUeFsaTQpiEPZc8jCjgT0NZMc+hFEkjgceh60+vU7z6AVCwUd3oWgRuQsWA+o0QbqXU7LFftmp0BLxMnJ1WUozksfwxGIY0DEJpyolTfsSPtJkRqRjnMS4NYQUTolIyhb6ggASg3yQ6d42OjjLAfSlNC40z9OZGQQKlZ4JnOgOiJ+uul4n9eP9b+pZswEcUaBF0s8mOOdYjTr/GISaCazwwhVDJzK6YTIgnVJptSFsJVivPvl5dJ57Tm1Gv11lm1UcnjKKIjVEEnyEEXqIFuUBO1EUWAHtEzerHurSfr1XpbtBasfOYQ/YL1/gW0NYzo</latexit>

What is the
<latexit sha1_base64="1sfiGd7A5lXXjABa1dl3hPxzD88=">AAAB+3icbVDJSgNBEO2JW4xbjEcvTYLgKUyMuNwCXjxGMAskQ+jp1GSa9Cx010jCML/ixYMiXv0Rb/6NM8kganxQ8Hiviqp6diiFRtP8NApr6xubW8Xt0s7u3v5B+bDS1UGkOHR4IAPVt5kGKXzooEAJ/VAB82wJPXt6k/m9B1BaBP49zkOwPDbxhSM4w1QalStDhBnGPZchFZqiC8moXDPr5gJ0lTRyUiM52qPyx3Ac8MgDH7lkWg8aZohWzBQKLiEpDSMNIeNTNoFBSn3mgbbixe0JPUmVMXUClZaPdKH+nIiZp/Xcs9NOj6Gr/3qZ+J83iNC5smLhhxGCz5eLnEhSDGgWBB0LBRzlPCWMK5HeSrnLFOOYxlVahHCd4eL75VXSPas3mvXm3XmtVc3jKJJjUiWnpEEuSYvckjbpEE5m5JE8kxcjMZ6MV+Nt2Vow8pkj8gvG+xcUvJSA</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

What is the
<latexit sha1_base64="1sfiGd7A5lXXjABa1dl3hPxzD88=">AAAB+3icbVDJSgNBEO2JW4xbjEcvTYLgKUyMuNwCXjxGMAskQ+jp1GSa9Cx010jCML/ixYMiXv0Rb/6NM8kganxQ8Hiviqp6diiFRtP8NApr6xubW8Xt0s7u3v5B+bDS1UGkOHR4IAPVt5kGKXzooEAJ/VAB82wJPXt6k/m9B1BaBP49zkOwPDbxhSM4w1QalStDhBnGPZchFZqiC8moXDPr5gJ0lTRyUiM52qPyx3Ac8MgDH7lkWg8aZohWzBQKLiEpDSMNIeNTNoFBSn3mgbbixe0JPUmVMXUClZaPdKH+nIiZp/Xcs9NOj6Gr/3qZ+J83iNC5smLhhxGCz5eLnEhSDGgWBB0LBRzlPCWMK5HeSrnLFOOYxlVahHCd4eL75VXSPas3mvXm3XmtVc3jKJJjUiWnpEEuSYvckjbpEE5m5JE8kxcjMZ6MV+Nt2Vow8pkj8gvG+xcUvJSA</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Bob
<latexit sha1_base64="v33s7+jV5QbOvbCWJwevARq84m0=">AAAB8XicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOyKblxWsA9sQ5lMJ+3QySTM3Igl9C/cuFDErX/jzr9xkgZR64ELh3Pu5d57vEhwDbb9aRWWlldW14rrpY3Nre2d8u5eW4exoqxFQxGqrkc0E1yyFnAQrBspRgJPsI43uUr9zj1TmofyFqYRcwMyktznlICR7vrAHiC5DL3ZoFy1a3YGvEicnFRRjuag/NEfhjQOmAQqiNY9x47ATYgCTgWblfqxZhGhEzJiPUMlCZh2k+ziGT40yhD7oTIlAWfqz4mEBFpPA890BgTG+q+Xiv95vRj8czfhMoqBSTpf5McCQ4jT9/GQK0ZBTA0hVHFzK6ZjoggFE1IpC+Eixen3y4ukfVxz6rX6zUm1UcnjKKIDVEFHyEFnqIGuURO1EEUSPaJn9GJp68l6td7mrQUrn9lHv2C9fwHxi5Eh</latexit>

Eve
<latexit sha1_base64="jAFafRW23eGg1V2JKNeMIJHPOb0=">AAAB8XicbVBNS8NAEN3Ur1q/qh69hBbBU0lU/LgVRPBYwX5gG8pmO2mXbjZhd1Isof/CiwdFvPpvvPlvTNIgan0w8Hhvhpl5bii4Rsv6NApLyyura8X10sbm1vZOeXevpYNIMWiyQASq41INgktoIkcBnVAB9V0BbXd8lfrtCSjNA3mH0xAcnw4l9zijmEj3PYQHjK8nMOuXq1bNymAuEjsnVZKj0S9/9AYBi3yQyATVumtbIToxVciZgFmpF2kIKRvTIXQTKqkP2omzi2fmYaIMTC9QSUk0M/XnREx9rae+m3T6FEf6r5eK/3ndCL0LJ+YyjBAkmy/yImFiYKbvmwOugKGYJoQyxZNbTTaiijJMQiplIVymOPt+eZG0jmv2Se3k9rRar+RxFMkBqZAjYpNzUic3pEGahBFJHskzeTG08WS8Gm/z1oKRz+yTXzDevwAFaJEu</latexit>

M
<latexit sha1_base64="G4CQqk63fQs8PYBbjicVfVm18zs=">AAAB6HicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOwKbtwILdgHtKFMpjft2MkkzEyEEvoFblwo4tZPcuffOEmDqPXAhcM593LvPV7EmdK2/WkVVlbX1jeKm6Wt7Z3dvfL+QUeFsaTQpiEPZc8jCjgT0NZMc+hFEkjgceh60+vU7z6AVCwUd3oWgRuQsWA+o0QbqXU7LFftmp0BLxMnJ1WUozksfwxGIY0DEJpyolTfsSPtJkRqRjnMS4NYQUTolIyhb6ggASg3yQ6d42OjjLAfSlNC40z9OZGQQKlZ4JnOgOiJ+uul4n9eP9b+pZswEcUaBF0s8mOOdYjTr/GISaCazwwhVDJzK6YTIgnVJptSFsJVivPvl5dJ57Tm1Gv11lm1UcnjKKIjVEEnyEEXqIFuUBO1EUWAHtEzerHurSfr1XpbtBasfOYQ/YL1/gW0NYzo</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

Is M⇤ the
<latexit sha1_base64="SnHi6aM5tdicKwPhjHdw/LXkhQ0=">AAACAXicbVDJSgNBEO1xjXEb9SJ4aRIE8RBmjLjcAl70IEQwCyQx9HRqkiY9C901YhjGi7/ixYMiXv0Lb/6NkwVR44OC1+9V0VXPCaXQaFmfxszs3PzCYmYpu7yyurZubmxWdRApDhUeyEDVHaZBCh8qKFBCPVTAPEdCzemfDf3aLSgtAv8aByG0PNb1hSs4w1Rqm9tNhDuMLzRNLm/2xw+KPUjaZt4qWCPQaWJPSJ5MUG6bH81OwCMPfOSSad2wrRBbMVMouIQk24w0hIz3WRcaKfWZB7oVjy5I6G6qdKgbqLR8pCP150TMPK0HnpN2egx7+q83FP/zGhG6J61Y+GGE4PPxR24kKQZ0GAftCAUc5SAljCuR7kp5jynGMQ0tOwrhdIij75OnSfWgYBcLxavDfCk3iSNDdkiO7BGbHJMSOSdlUiGc3JNH8kxejAfjyXg13satM8ZkZov8gvH+BYEylvY=</latexit>

Is M⇤⇤ the
<latexit sha1_base64="pddviD1DoTNDeAbIYZEVHCJJ6/o=">AAACBHicbVDJSgNBEO2JW4zbqMdcmgRBcggTIy63gBc9CBHMAskYejqVpEnPQneNGIY5ePFXvHhQxKsf4c2/cbIganxQ8Pq9KrrqOYEUGi3r00gtLC4tr6RXM2vrG5tb5vZOXfuh4lDjvvRV02EapPCghgIlNAMFzHUkNJzh2dhv3ILSwveucRSA7bK+J3qCM0ykjpltI9xhdKFpfHkTFQrx9E1xAHHHzFtFawI6T0ozkiczVDvmR7vr89AFD7lkWrdKVoB2xBQKLiHOtEMNAeND1odWQj3mgrajyREx3UuULu35KikP6UT9ORExV+uR6ySdLsOB/uuNxf+8Voi9EzsSXhAieHz6US+UFH06ToR2hQKOcpQQxpVIdqV8wBTjmOSWmYRwOsbR98nzpH5QLJWL5avDfCU3iyNNsiRH9kmJHJMKOSdVUiOc3JNH8kxejAfjyXg13qatKWM2s0t+wXj/AsS2mDY=</latexit>

Goal:

• Alice has to transmit a message to the legitimate receiver Bob

• Bob has to decode the correct message with small decoding error

• on legitimate receiver Eve is not able to decode the message
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Secrecy Capacity

Xn Y nM M̂
Bob

<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Zn
<latexit sha1_base64="jFoAVD0gZtZBXOongBsR1S7Xl8k=">AAAB6nicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxilEeElcwOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR9cxvPaHSPJb3ZpygH9GB5CFn1Fjp7uFR9oplt+LOQVaJl5EyZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiWnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/8CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmteKdV6q3F+VaKYsjDydQgjPw4BJqcAN1aACDATzDK7w5wnlx3p2PRWvOyWaO4Q+czx8wmY2i</latexit>

Eve
<latexit sha1_base64="I/YEXEiBBwS8OtS1fDJ3vtJFQoc=">AAAB8XicbVDLSgNBEJz1GeMr6tHLkCB4CrtR0GNABI8RzAOTJcxOOsmQ2dllpjcYlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nbX1jc2t7dxOfndv/+CwcHTcMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfnNMWgjIvWAkxj8kA2U6AvO0EqPHYQnTG/HMO0WSm7ZnYOuEi8jJZKh1i18dXoRT0JQyCUzpu25Mfop0yi4hGm+kxiIGR+xAbQtVSwE46fzi6f0zCo92o+0LYV0rv6eSFlozCQMbGfIcGiWvZn4n9dOsH/tp0LFCYLii0X9RFKM6Ox92hMaOMqJJYxrYW+lfMg042hDytsQvOWXV0mjUvYuypX7y1K1mMWRI6ekSM6JR65IldyRGqkTThR5Jq/kzTHOi/PufCxa15xs5oT8gfP5A+3fkPs=</latexit>

V n(zn|xn)
<latexit sha1_base64="o43bG2iCkjNOQ1HUrfNbu1lHKFs=">AAAB83icbVBNT8JAEJ3iF+IX6tHLBmKCF9KiiR5JvHjERD4SKGS7bGHDdtvsbo1Y+RtePGiMV/+MN/+NW+hBwZdM8vLeTGbmeRFnStv2t5VbW9/Y3MpvF3Z29/YPiodHLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG17k+vUb99TqVgo7vQ0om6AR4L5jGBtpF6rLyqPffH00Bdng2LZrtpzoFXiZKQMGRqD4ldvGJI4oEITjpXqOnak3QRLzQins0IvVjTCZIJHtGuowAFVbjK/eYZOjTJEfihNCY3m6u+JBAdKTQPPdAZYj9Wyl4r/ed1Y+1duwkQUayrIYpEfc6RDlAaAhkxSovnUEEwkM7ciMsYSE21iKpgQnOWXV0mrVnXOq7Xbi3K9lMWRhxMoQQUcuIQ63EADmkAggmd4hTcrtl6sd+tj0Zqzsplj+APr8weey5FP</latexit>

Wn(yn|xn)
<latexit sha1_base64="f2ZhA0VzCH4tW4u/g7/7r0o6++8=">AAAB83icbVBNT8JAEJ3iF+IX6tHLBmKCF9KCiR5JvHjERD4SKGS7bGHDdtvsbo1N5W948aAxXv0z3vw3LtCDgi+Z5OW9mczM8yLOlLbtbyu3sbm1vZPfLeztHxweFY9P2iqMJaEtEvJQdj2sKGeCtjTTnHYjSXHgcdrxpjdzv/NApWKhuNdJRN0AjwXzGcHaSP3OQFSSgXh6HIiLYbFsV+0F0DpxMlKGDM1h8as/CkkcUKEJx0r1HDvSboqlZoTTWaEfKxphMsVj2jNU4IAqN13cPEPnRhkhP5SmhEYL9fdEigOlksAznQHWE7XqzcX/vF6s/Ws3ZSKKNRVkuciPOdIhmgeARkxSonliCCaSmVsRmWCJiTYxFUwIzurL66Rdqzr1au3ustwoZXHk4QxKUAEHrqABt9CEFhCI4Ble4c2KrRfr3fpYtuasbOYU/sD6/AGez5FP</latexit>

(W, V )
<latexit sha1_base64="Ew/3dt/IiCN6wUaADqoE6IPAeyU=">AAAB7HicbVBNSwMxEJ2tX7V+VT16CS1CBSm7VdBjwYvHCm5baJeSTbNtaDZZkqxQlv4GLx4U8eoP8ua/MW33oK0PBh7vzTAzL0w408Z1v53CxubW9k5xt7S3f3B4VD4+aWuZKkJ9IrlU3RBrypmgvmGG026iKI5DTjvh5G7ud56o0kyKRzNNaBDjkWARI9hYya91LtsXg3LVrbsLoHXi5aQKOVqD8ld/KEkaU2EIx1r3PDcxQYaVYYTTWamfappgMsEj2rNU4JjqIFscO0PnVhmiSCpbwqCF+nsiw7HW0zi0nTE2Y73qzcX/vF5qotsgYyJJDRVkuShKOTISzT9HQ6YoMXxqCSaK2VsRGWOFibH5lGwI3urL66TdqHtX9cbDdbVZyeMowhlUoAYe3EAT7qEFPhBg8Ayv8OYI58V5dz6WrQUnnzmFP3A+fwCBvI26</latexit>

• What is the largest rate of (almost) error free secure message transmission?

The secure message transmission capacity CS(W,V ) of a discrete memoryless
channel (DMC) W is

CS(W,V ) = max
U−X−(Y,Z)

[I(U ;Y )− I(U ;Z)]

w Size of message set is |M| = 2nCS(W ) (exponential)

Here randomized encoding is necessary and, accordingly, local
randomness is crucial!
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A New Communication Paradigm

M
channelencoder f

Xn Y n

TRANSMITTER RECEIVER

decoder D
<latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit><latexit sha1_base64="BBeV7OQgcyPH6MkG24f3nnLUQXk=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArAT0G9OAxgnlAdgmzs51kyOyDmV4xLAEv/ooXD4p49Se8+TfOJjloYkFDUdVNd5efSKHRtr+twsrq2vpGcbO0tb2zu1feP2jpOFUcmjyWser4TIMUETRRoIROooCFvoS2P7rK/fY9KC3i6A7HCXghG0SiLzhDI/XKRy7CA2YB8DgARSduyHDImcyuJ71yxa7aU9Bl4sxJhczR6JW/3CDmaQgRcsm07jp2gl7GFAouYVJyUw0J4yM2gK6hEQtBe9n0hwk9NUpA+7EyFSGdqr8nMhZqPQ5905mfqBe9XPzP66bYv/QyESUpQsRni/qppBjTPBAaCAUc5dgQxpUwt1I+ZIpxNLGVTAjO4svLpHVedeyqc1ur1GvzOIrkmJyQM+KQC1InN6RBmoSTR/JMXsmb9WS9WO/Wx6y1YM1nDskfWJ8/su6YIg==</latexit>

W
<latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit><latexit sha1_base64="nqn+LKfDHpm/2EIsZHnlqqTYUbg=">AAACGHicbVC7TsMwFHXKq4RXgJEloqrEUJWkVMBYwQALUkH0ISVR5Thua9V5yHaQqiifwcKvsDCAEGs3/gYnzQAtR7J8dM6919fHjSjhwjC+ldLK6tr6RnlT3dre2d3T9g+6PIwZwh0U0pD1XcgxJQHuCCIo7kcMQ9+luOdOrjO/94QZJ2HwKKYRdnw4CsiQICikNNBOq3Y+xHq4uXKShmnUzs5rTSNVq7YbUo9PfXkl9hiK5C5N1d5Aqxh1I4e+TMyCVECB9kCb2V6IYh8HAlHIuWUakXASyARBFKeqHXMcQTSBI2xJGkAfcyfJd0r1qlQ8fRgyeQKh5+rvjgT6PFtRVvpQjPmil4n/eVYshpdOQoIoFjhA84eGMdVFqGcp6R5hGAk6lQQiRuSuOhpDBpGQWaoyBHPxy8uk26ibRt28b1ZazSKOMjgCx+AEmOACtMAtaIMOQOAZvIJ38KG8KG/Kp/I1Ly0pRc8h+ANl9gO3nZ5P</latexit>

M⇤ ?
<latexit sha1_base64="smAgjOhPvTZp28DCsuvSE6WU2Es=">AAACFXicbVDLSgMxFM3UV62vUZdugkUQKSVTiwouLLrQjVDFPqAdSybNtKGZB0lGKEN/wo2/4saFIm4Fd/6NmWkX2noh5HDOvbknxwk5kwqhbyMzN7+wuJRdzq2srq1vmJtbdRlEgtAaCXggmg6WlDOf1hRTnDZDQbHncNpwBheJ3nigQrLAv1PDkNoe7vnMZQQrTXXMQjt9o3V7eW7HJQsVDo8KZTTKtZ2Ad+XQ01d8fX8A26dno1zHzKMiSgvOAmsC8mBS1Y751e4GJPKorwjHUrYsFCo7xkIxwqneEkkaYjLAPdrS0McelXacOhrBPc10oRsIfXwFU/b3RIw9mTjUnR5WfTmtJeR/WitS7okdMz+MFPXJeJEbcagCmEQEu0xQovhQA0wE014h6WOBidJBJiFY01+eBfVS0UJF66acr5QncWTBDtgF+8ACx6ACrkAV1AABj+AZvII348l4Md6Nj3FrxpjMbIM/ZXz+AI3enH0=</latexit><latexit sha1_base64="smAgjOhPvTZp28DCsuvSE6WU2Es=">AAACFXicbVDLSgMxFM3UV62vUZdugkUQKSVTiwouLLrQjVDFPqAdSybNtKGZB0lGKEN/wo2/4saFIm4Fd/6NmWkX2noh5HDOvbknxwk5kwqhbyMzN7+wuJRdzq2srq1vmJtbdRlEgtAaCXggmg6WlDOf1hRTnDZDQbHncNpwBheJ3nigQrLAv1PDkNoe7vnMZQQrTXXMQjt9o3V7eW7HJQsVDo8KZTTKtZ2Ad+XQ01d8fX8A26dno1zHzKMiSgvOAmsC8mBS1Y751e4GJPKorwjHUrYsFCo7xkIxwqneEkkaYjLAPdrS0McelXacOhrBPc10oRsIfXwFU/b3RIw9mTjUnR5WfTmtJeR/WitS7okdMz+MFPXJeJEbcagCmEQEu0xQovhQA0wE014h6WOBidJBJiFY01+eBfVS0UJF66acr5QncWTBDtgF+8ACx6ACrkAV1AABj+AZvII348l4Md6Nj3FrxpjMbIM/ZXz+AI3enH0=</latexit><latexit sha1_base64="smAgjOhPvTZp28DCsuvSE6WU2Es=">AAACFXicbVDLSgMxFM3UV62vUZdugkUQKSVTiwouLLrQjVDFPqAdSybNtKGZB0lGKEN/wo2/4saFIm4Fd/6NmWkX2noh5HDOvbknxwk5kwqhbyMzN7+wuJRdzq2srq1vmJtbdRlEgtAaCXggmg6WlDOf1hRTnDZDQbHncNpwBheJ3nigQrLAv1PDkNoe7vnMZQQrTXXMQjt9o3V7eW7HJQsVDo8KZTTKtZ2Ad+XQ01d8fX8A26dno1zHzKMiSgvOAmsC8mBS1Y751e4GJPKorwjHUrYsFCo7xkIxwqneEkkaYjLAPdrS0McelXacOhrBPc10oRsIfXwFU/b3RIw9mTjUnR5WfTmtJeR/WitS7okdMz+MFPXJeJEbcagCmEQEu0xQovhQA0wE014h6WOBidJBJiFY01+eBfVS0UJF66acr5QncWTBDtgF+8ACx6ACrkAV1AABj+AZvII348l4Md6Nj3FrxpjMbIM/ZXz+AI3enH0=</latexit><latexit sha1_base64="smAgjOhPvTZp28DCsuvSE6WU2Es=">AAACFXicbVDLSgMxFM3UV62vUZdugkUQKSVTiwouLLrQjVDFPqAdSybNtKGZB0lGKEN/wo2/4saFIm4Fd/6NmWkX2noh5HDOvbknxwk5kwqhbyMzN7+wuJRdzq2srq1vmJtbdRlEgtAaCXggmg6WlDOf1hRTnDZDQbHncNpwBheJ3nigQrLAv1PDkNoe7vnMZQQrTXXMQjt9o3V7eW7HJQsVDo8KZTTKtZ2Ad+XQ01d8fX8A26dno1zHzKMiSgvOAmsC8mBS1Y751e4GJPKorwjHUrYsFCo7xkIxwqneEkkaYjLAPdrS0McelXacOhrBPc10oRsIfXwFU/b3RIw9mTjUnR5WfTmtJeR/WitS7okdMz+MFPXJeJEbcagCmEQEu0xQovhQA0wE014h6WOBidJBJiFY01+eBfVS0UJF66acr5QncWTBDtgF+8ACx6ACrkAV1AABj+AZvII348l4Md6Nj3FrxpjMbIM/ZXz+AI3enH0=</latexit>

• New applications are practical use-driven, e.g., Industry 4.0, V2X, V2V, ...
⇒ Identification task

• Transmit a message m ∈ N (transmitter has no knowledge about the
message of interest m∗)

w Identify if a particular message m∗ ∈ N of interest has been sent

w Find the correct answer to “Was the transmitted message m∗ or not?”
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Identification Capacity

• Question: What is the largest rate of (almost) error free identification?

The identification capacity CID(W ) of a discrete memoryless channel (DMC)
W is

CID = max
X

I(X;Y ) = max
PX

I(PX ,W ) = C(W )

w Size of message set is |N | = 22nC(W )

(double-exponential)

• Randomized encoding / local randomness is necessary

w Otherwise, |N | = 2nC(W ) only
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Identification Code

Identification Code

A randomized (n,Nn)-identification code for W is a set of pairs
{(Qn

i ,Di) : i ∈ N} with

• Probability distributions Qi ∈ P(Xn) for all i ∈ N
• Decoding sets D ⊂ Yn for all i ∈ N (not necessarily disjoint!)

and with errors of first and second kind as∑
xn∈Xn

Qi(x
n)Wn(Di|xn) ≥ 1− λ1 for all i ∈ N∑

xn∈Xn

Qj(x
n)Wn(Di|xn) ≤ λ2 for all i, j ∈ N with i 6= j

w The receiver who is interested in message i will decide that his message
was transmitted if and only if the received channel output yn is in Di,
otherwise he will deny that message i was sent
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Physical Layer Security and Identification

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Bob
<latexit sha1_base64="v33s7+jV5QbOvbCWJwevARq84m0=">AAAB8XicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOyKblxWsA9sQ5lMJ+3QySTM3Igl9C/cuFDErX/jzr9xkgZR64ELh3Pu5d57vEhwDbb9aRWWlldW14rrpY3Nre2d8u5eW4exoqxFQxGqrkc0E1yyFnAQrBspRgJPsI43uUr9zj1TmofyFqYRcwMyktznlICR7vrAHiC5DL3ZoFy1a3YGvEicnFRRjuag/NEfhjQOmAQqiNY9x47ATYgCTgWblfqxZhGhEzJiPUMlCZh2k+ziGT40yhD7oTIlAWfqz4mEBFpPA890BgTG+q+Xiv95vRj8czfhMoqBSTpf5McCQ4jT9/GQK0ZBTA0hVHFzK6ZjoggFE1IpC+Eixen3y4ukfVxz6rX6zUm1UcnjKKIDVEFHyEFnqIGuURO1EEUSPaJn9GJp68l6td7mrQUrn9lHv2C9fwHxi5Eh</latexit>

Eve
<latexit sha1_base64="jAFafRW23eGg1V2JKNeMIJHPOb0=">AAAB8XicbVBNS8NAEN3Ur1q/qh69hBbBU0lU/LgVRPBYwX5gG8pmO2mXbjZhd1Isof/CiwdFvPpvvPlvTNIgan0w8Hhvhpl5bii4Rsv6NApLyyura8X10sbm1vZOeXevpYNIMWiyQASq41INgktoIkcBnVAB9V0BbXd8lfrtCSjNA3mH0xAcnw4l9zijmEj3PYQHjK8nMOuXq1bNymAuEjsnVZKj0S9/9AYBi3yQyATVumtbIToxVciZgFmpF2kIKRvTIXQTKqkP2omzi2fmYaIMTC9QSUk0M/XnREx9rae+m3T6FEf6r5eK/3ndCL0LJ+YyjBAkmy/yImFiYKbvmwOugKGYJoQyxZNbTTaiijJMQiplIVymOPt+eZG0jmv2Se3k9rRar+RxFMkBqZAjYpNzUic3pEGahBFJHskzeTG08WS8Gm/z1oKRz+yTXzDevwAFaJEu</latexit>

M
<latexit sha1_base64="G4CQqk63fQs8PYBbjicVfVm18zs=">AAAB6HicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOwKbtwILdgHtKFMpjft2MkkzEyEEvoFblwo4tZPcuffOEmDqPXAhcM593LvPV7EmdK2/WkVVlbX1jeKm6Wt7Z3dvfL+QUeFsaTQpiEPZc8jCjgT0NZMc+hFEkjgceh60+vU7z6AVCwUd3oWgRuQsWA+o0QbqXU7LFftmp0BLxMnJ1WUozksfwxGIY0DEJpyolTfsSPtJkRqRjnMS4NYQUTolIyhb6ggASg3yQ6d42OjjLAfSlNC40z9OZGQQKlZ4JnOgOiJ+uul4n9eP9b+pZswEcUaBF0s8mOOdYjTr/GISaCazwwhVDJzK6YTIgnVJptSFsJVivPvl5dJ57Tm1Gv11lm1UcnjKKIjVEEnyEEXqIFuUBO1EUWAHtEzerHurSfr1XpbtBasfOYQ/YL1/gW0NYzo</latexit>

What is the
<latexit sha1_base64="1sfiGd7A5lXXjABa1dl3hPxzD88=">AAAB+3icbVDJSgNBEO2JW4xbjEcvTYLgKUyMuNwCXjxGMAskQ+jp1GSa9Cx010jCML/ixYMiXv0Rb/6NM8kganxQ8Hiviqp6diiFRtP8NApr6xubW8Xt0s7u3v5B+bDS1UGkOHR4IAPVt5kGKXzooEAJ/VAB82wJPXt6k/m9B1BaBP49zkOwPDbxhSM4w1QalStDhBnGPZchFZqiC8moXDPr5gJ0lTRyUiM52qPyx3Ac8MgDH7lkWg8aZohWzBQKLiEpDSMNIeNTNoFBSn3mgbbixe0JPUmVMXUClZaPdKH+nIiZp/Xcs9NOj6Gr/3qZ+J83iNC5smLhhxGCz5eLnEhSDGgWBB0LBRzlPCWMK5HeSrnLFOOYxlVahHCd4eL75VXSPas3mvXm3XmtVc3jKJJjUiWnpEEuSYvckjbpEE5m5JE8kxcjMZ6MV+Nt2Vow8pkj8gvG+xcUvJSA</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

What is the
<latexit sha1_base64="1sfiGd7A5lXXjABa1dl3hPxzD88=">AAAB+3icbVDJSgNBEO2JW4xbjEcvTYLgKUyMuNwCXjxGMAskQ+jp1GSa9Cx010jCML/ixYMiXv0Rb/6NM8kganxQ8Hiviqp6diiFRtP8NApr6xubW8Xt0s7u3v5B+bDS1UGkOHR4IAPVt5kGKXzooEAJ/VAB82wJPXt6k/m9B1BaBP49zkOwPDbxhSM4w1QalStDhBnGPZchFZqiC8moXDPr5gJ0lTRyUiM52qPyx3Ac8MgDH7lkWg8aZohWzBQKLiEpDSMNIeNTNoFBSn3mgbbixe0JPUmVMXUClZaPdKH+nIiZp/Xcs9NOj6Gr/3qZ+J83iNC5smLhhxGCz5eLnEhSDGgWBB0LBRzlPCWMK5HeSrnLFOOYxlVahHCd4eL75VXSPas3mvXm3XmtVc3jKJJjUiWnpEEuSYvckjbpEE5m5JE8kxcjMZ6MV+Nt2Vow8pkj8gvG+xcUvJSA</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Bob
<latexit sha1_base64="v33s7+jV5QbOvbCWJwevARq84m0=">AAAB8XicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOyKblxWsA9sQ5lMJ+3QySTM3Igl9C/cuFDErX/jzr9xkgZR64ELh3Pu5d57vEhwDbb9aRWWlldW14rrpY3Nre2d8u5eW4exoqxFQxGqrkc0E1yyFnAQrBspRgJPsI43uUr9zj1TmofyFqYRcwMyktznlICR7vrAHiC5DL3ZoFy1a3YGvEicnFRRjuag/NEfhjQOmAQqiNY9x47ATYgCTgWblfqxZhGhEzJiPUMlCZh2k+ziGT40yhD7oTIlAWfqz4mEBFpPA890BgTG+q+Xiv95vRj8czfhMoqBSTpf5McCQ4jT9/GQK0ZBTA0hVHFzK6ZjoggFE1IpC+Eixen3y4ukfVxz6rX6zUm1UcnjKKIDVEFHyEFnqIGuURO1EEUSPaJn9GJp68l6td7mrQUrn9lHv2C9fwHxi5Eh</latexit>

Eve
<latexit sha1_base64="jAFafRW23eGg1V2JKNeMIJHPOb0=">AAAB8XicbVBNS8NAEN3Ur1q/qh69hBbBU0lU/LgVRPBYwX5gG8pmO2mXbjZhd1Isof/CiwdFvPpvvPlvTNIgan0w8Hhvhpl5bii4Rsv6NApLyyura8X10sbm1vZOeXevpYNIMWiyQASq41INgktoIkcBnVAB9V0BbXd8lfrtCSjNA3mH0xAcnw4l9zijmEj3PYQHjK8nMOuXq1bNymAuEjsnVZKj0S9/9AYBi3yQyATVumtbIToxVciZgFmpF2kIKRvTIXQTKqkP2omzi2fmYaIMTC9QSUk0M/XnREx9rae+m3T6FEf6r5eK/3ndCL0LJ+YyjBAkmy/yImFiYKbvmwOugKGYJoQyxZNbTTaiijJMQiplIVymOPt+eZG0jmv2Se3k9rRar+RxFMkBqZAjYpNzUic3pEGahBFJHskzeTG08WS8Gm/z1oKRz+yTXzDevwAFaJEu</latexit>

M
<latexit sha1_base64="G4CQqk63fQs8PYBbjicVfVm18zs=">AAAB6HicbVDLSsNAFJ3UV62vqks3Q4vgqiRWfOwKbtwILdgHtKFMpjft2MkkzEyEEvoFblwo4tZPcuffOEmDqPXAhcM593LvPV7EmdK2/WkVVlbX1jeKm6Wt7Z3dvfL+QUeFsaTQpiEPZc8jCjgT0NZMc+hFEkjgceh60+vU7z6AVCwUd3oWgRuQsWA+o0QbqXU7LFftmp0BLxMnJ1WUozksfwxGIY0DEJpyolTfsSPtJkRqRjnMS4NYQUTolIyhb6ggASg3yQ6d42OjjLAfSlNC40z9OZGQQKlZ4JnOgOiJ+uul4n9eP9b+pZswEcUaBF0s8mOOdYjTr/GISaCazwwhVDJzK6YTIgnVJptSFsJVivPvl5dJ57Tm1Gv11lm1UcnjKKIjVEEnyEEXqIFuUBO1EUWAHtEzerHurSfr1XpbtBasfOYQ/YL1/gW0NYzo</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

message?
<latexit sha1_base64="YPcgXHQq81E9pptz3wU3ym6qtOI=">AAAB+HicbVDLSsNAFJ3UV62PRl26GVoEVyW14mNlwY3LCrYW2lAm00k7dDIJMzdiDf0SNy4UceunuPNvnKRB1Hpg4HDOfc3xIsE1OM6nVVhaXlldK66XNja3tsv2zm5Hh7GirE1DEaquRzQTXLI2cBCsGylGAk+wW29ymfq3d0xpHsobmEbMDchIcp9TAkYa2OU+sHtIAqY1GbGL2cCuOjUnA14k9ZxUUY7WwP7oD0MaB0wCFUTrXt2JwE2IAk4Fm5X6sWYRoRMzvWeoJGaVm2SHz/CBUYbYD5V5EnCm/uxISKD1NPBMZUBgrP96qfif14vBP3MTLqMYmKTzRX4sMIQ4TQEPuWIUxNQQQhU3t2I6JopQMFmVshDOU5x8f3mRdI5q9UatcX1cbVbyOIpoH1XQIaqjU9REV6iF2oiiGD2iZ/RiPVhP1qv1Ni8tWHnPHvoF6/0LXhWTlQ==</latexit>

Is M⇤ the
<latexit sha1_base64="SnHi6aM5tdicKwPhjHdw/LXkhQ0=">AAACAXicbVDJSgNBEO1xjXEb9SJ4aRIE8RBmjLjcAl70IEQwCyQx9HRqkiY9C901YhjGi7/ixYMiXv0Lb/6NkwVR44OC1+9V0VXPCaXQaFmfxszs3PzCYmYpu7yyurZubmxWdRApDhUeyEDVHaZBCh8qKFBCPVTAPEdCzemfDf3aLSgtAv8aByG0PNb1hSs4w1Rqm9tNhDuMLzRNLm/2xw+KPUjaZt4qWCPQaWJPSJ5MUG6bH81OwCMPfOSSad2wrRBbMVMouIQk24w0hIz3WRcaKfWZB7oVjy5I6G6qdKgbqLR8pCP150TMPK0HnpN2egx7+q83FP/zGhG6J61Y+GGE4PPxR24kKQZ0GAftCAUc5SAljCuR7kp5jynGMQ0tOwrhdIij75OnSfWgYBcLxavDfCk3iSNDdkiO7BGbHJMSOSdlUiGc3JNH8kxejAfjyXg13satM8ZkZov8gvH+BYEylvY=</latexit>

Is M⇤⇤ the
<latexit sha1_base64="pddviD1DoTNDeAbIYZEVHCJJ6/o=">AAACBHicbVDJSgNBEO2JW4zbqMdcmgRBcggTIy63gBc9CBHMAskYejqVpEnPQneNGIY5ePFXvHhQxKsf4c2/cbIganxQ8Pq9KrrqOYEUGi3r00gtLC4tr6RXM2vrG5tb5vZOXfuh4lDjvvRV02EapPCghgIlNAMFzHUkNJzh2dhv3ILSwveucRSA7bK+J3qCM0ykjpltI9xhdKFpfHkTFQrx9E1xAHHHzFtFawI6T0ozkiczVDvmR7vr89AFD7lkWrdKVoB2xBQKLiHOtEMNAeND1odWQj3mgrajyREx3UuULu35KikP6UT9ORExV+uR6ySdLsOB/uuNxf+8Voi9EzsSXhAieHz6US+UFH06ToR2hQKOcpQQxpVIdqV8wBTjmOSWmYRwOsbR98nzpH5QLJWL5avDfCU3iyNNsiRH9kmJHJMKOSdVUiOc3JNH8kxejAfjyXg13qatKWM2s0t+wXj/AsS2mDY=</latexit>

• New approach: embedded security and identification

Goal:

• Alice has to transmit a message to the legitimate receiver Bob

• Bob is interested in message m′, and he has to decide “m′ is transmitted
or not?”

• Alice has no knowledge about m′

• Non-legitimate receiver Eve is not able to identify any message
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Secure Identification

The secure identification capacity CS,ID(W,V ) of a discrete memoryless channel
(DMC) W is

CS,ID(W,V ) =

{
C(W ) if CS(W,V ) > 0

0 otherwise

with C(W ) the traditional message transmission capacity and CS(W,V ) the
traditional secure message transmission capacity.

w Size of message set is |N | = 22nC(W )

(double-exponential)

Here randomized encoding is necessary and, accordingly, local
randomness is crucial!
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Secure Identification Code

Secure Identification Code

A randomized (n,Nn)-secure identification code for (W,V ) is a set of pairs
{(Qn

i ,Di) : i ∈ N} with

• Probability distributions Qi ∈ P(Xn) for all i ∈ N
• Decoding sets D ⊂ Yn for all i ∈ N (not necessarily disjoint!)

and with errors of first and second kind as∑
xn∈Xn

Qi(x
n)Wn(Di|xn) ≥ 1− λ1 for all i ∈ N∑

xn∈Xn

Qj(x
n)Wn(Di|xn) ≤ λ2 for all i, j ∈ N with i 6= j

and secrecy∑
xn∈Xn

Qj(x
n)V n(E|xn) +

∑
xn∈Xn

Qi(x
n)V n(Ec|xn) ≥ 1− λE

for any pair (i, j) with i 6= j and any E ⊂ Zn.
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Comparison

Transmission – Shannon Picture

Sender chooses and sends
m ∈M = {1, 2, . . . , 2nC}

?

channel

?
Receiver’s goal:
What was the message?

Identification – New Paradigm

Sender chooses and sends
m ∈ N = {1, 2, . . . ,22nC}
local randomness

?

channel

?
Receiver’s goal:
Was the message m∗ or not?

w Exponential performance increase!

Onur Günlü and Rafael F. Schaefer: Key Agreement and Secure Identification with PUFs 110



Security - New Quality

Transmission – Shannon Picture

Sender chooses and sends

m ∈M = {1, 2, . . . , 2nCS}
CS = max I(U ;Y )− I(U ;Z)
local randomness

?

channel

?
Receiver’s goal:
What was the message?

-
Wiretapper’s goal:
What was the
message?

Identification – New Paradigm

Sender chooses and sends

m ∈ N = {1, 2, . . . ,22nC}
C = max I(X;Y ), if CS > 0
local randomness

?

channel

?

-
Wiretapper’s goal:
Was the message
m∗∗ or not?

Receiver’s goal:
Was the message m∗ or not?

w Exponential performance increase and we pay no price for security!
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Detour: Robust Message Transmission

Xn Y nM M̂
Bob

<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Wn
s (yn|xn)

<latexit sha1_base64="+CHvc6/F8JzSfWn3lGpB8uYaGGo=">AAAB9XicbVBNT8JAEJ3iF+IX6tHLBmKCF9KiiR5JvHjERD4SoGS7bGHDdtvsbtWm8j+8eNAYr/4Xb/4bF+hBwZdM8vLeTGbmeRFnStv2t5VbW9/Y3MpvF3Z29/YPiodHLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG17k+uZ376nUrFQ3Okkov0AjwTzGcHaSG57oFxRSVzx9OiKs0GxbFftOdAqcTJShgyNQfGrNwxJHFChCcdKdR070v0US80Ip9NCL1Y0wmSCR7RrqMABVf10fvUUnRpliPxQmhIazdXfEykOlEoCz3QGWI/VsjcT//O6sfav+ikTUaypIItFfsyRDtEsAjRkkhLNE0MwkczcisgYS0y0CapgQnCWX14lrVrVOa/Wbi/K9VIWRx5OoAQVcOAS6nADDWgCAQnP8Apv1oP1Yr1bH4vWnJXNHMMfWJ8/MT6SNQ==</latexit>

S
<latexit sha1_base64="zDDPQTezu9VJWOYjtfMFSk2k3HE=">AAAB6HicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLsVdwGyTryMlCFDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZObfKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVa6UsjjycQQkuwINrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKXTjLs=</latexit>

W
<latexit sha1_base64="Tdb0hcQCSuxG6fneiVucoZGMrhk=">AAAB8nicbVDLSsNAFL3xWeur6tJNaBFclaQKuiy4cVnBPiANZTKdtkMnM2HmRiihn+HGhSJu/Rp3/o2TNgttPTBwOOde5twTJYIb9LxvZ2Nza3tnt7RX3j84PDqunJx2jEo1ZW2qhNK9iBgmuGRt5ChYL9GMxJFg3Wh6l/vdJ6YNV/IRZwkLYzKWfMQpQSsF/ZjghBKRdeeDSs2rewu468QvSA0KtAaVr/5Q0TRmEqkgxgS+l2CYEY2cCjYv91PDEkKnZMwCSyWJmQmzReS5e2GVoTtS2j6J7kL9vZGR2JhZHNnJPKJZ9XLxPy9IcXQbZlwmKTJJlx+NUuGicvP73SHXjKKYWUKo5jarSydEE4q2pbItwV89eZ10GnX/qt54uK41q0UdJTiHKlyCDzfQhHtoQRsoKHiGV3hz0Hlx3p2P5eiGU+ycwR84nz+JapFR</latexit>

• Uncertainty is modeled by a set of channels S
• Set S is known, but not the actual realization s ∈ S
• Channel realization remains constant

w Concept of compound channels

The message transmission capacity C(W) of a compound channel (CC) W is

C(W) = max
X

min
s∈S

I(X;Ys)
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Xn Y nM M̂
Bob

<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Zn
<latexit sha1_base64="jFoAVD0gZtZBXOongBsR1S7Xl8k=">AAAB6nicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxilEeElcwOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR9cxvPaHSPJb3ZpygH9GB5CFn1Fjp7uFR9oplt+LOQVaJl5EyZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiWnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/8CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmteKdV6q3F+VaKYsjDydQgjPw4BJqcAN1aACDATzDK7w5wnlx3p2PRWvOyWaO4Q+czx8wmY2i</latexit>

Eve
<latexit sha1_base64="I/YEXEiBBwS8OtS1fDJ3vtJFQoc=">AAAB8XicbVDLSgNBEJz1GeMr6tHLkCB4CrtR0GNABI8RzAOTJcxOOsmQ2dllpjcYlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nbX1jc2t7dxOfndv/+CwcHTcMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfnNMWgjIvWAkxj8kA2U6AvO0EqPHYQnTG/HMO0WSm7ZnYOuEi8jJZKh1i18dXoRT0JQyCUzpu25Mfop0yi4hGm+kxiIGR+xAbQtVSwE46fzi6f0zCo92o+0LYV0rv6eSFlozCQMbGfIcGiWvZn4n9dOsH/tp0LFCYLii0X9RFKM6Ox92hMaOMqJJYxrYW+lfMg042hDytsQvOWXV0mjUvYuypX7y1K1mMWRI6ekSM6JR65IldyRGqkTThR5Jq/kzTHOi/PufCxa15xs5oT8gfP5A+3fkPs=</latexit>

(W, V)
<latexit sha1_base64="Kl/BdQSu0uEizQEfkC3X62G3Few=">AAACAnicbZDLSsNAFIZP6q3WW9SVuAktQgUpSRV0WXDjsoK9QBvKZDpph04mYWYilBDc+CpuXCji1qdw59s4aYNo6w8DH/85hznn9yJGpbLtL6Owsrq2vlHcLG1t7+zumfsHbRnGApMWDlkouh6ShFFOWooqRrqRICjwGOl4k+us3rknQtKQ36lpRNwAjTj1KUZKWwPzqNoPkBpjxJJOevbD7fR0YFbsmj2TtQxODhXI1RyYn/1hiOOAcIUZkrLn2JFyEyQUxYykpX4sSYTwBI1ITyNHAZFuMjshtU60M7T8UOjHlTVzf08kKJByGni6M9tRLtYy879aL1b+lZtQHsWKcDz/yI+ZpUIry8MaUkGwYlMNCAuqd7XwGAmElU6tpENwFk9ehna95pzX6rcXlUY5j6MIx1CGKjhwCQ24gSa0AMMDPMELvBqPxrPxZrzPWwtGPnMIf2R8fAP53pcP</latexit>

Wn
s (yn|xn)

<latexit sha1_base64="+CHvc6/F8JzSfWn3lGpB8uYaGGo=">AAAB9XicbVBNT8JAEJ3iF+IX6tHLBmKCF9KiiR5JvHjERD4SoGS7bGHDdtvsbtWm8j+8eNAYr/4Xb/4bF+hBwZdM8vLeTGbmeRFnStv2t5VbW9/Y3MpvF3Z29/YPiodHLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG17k+uZ376nUrFQ3Okkov0AjwTzGcHaSG57oFxRSVzx9OiKs0GxbFftOdAqcTJShgyNQfGrNwxJHFChCcdKdR070v0US80Ip9NCL1Y0wmSCR7RrqMABVf10fvUUnRpliPxQmhIazdXfEykOlEoCz3QGWI/VsjcT//O6sfav+ikTUaypIItFfsyRDtEsAjRkkhLNE0MwkczcisgYS0y0CapgQnCWX14lrVrVOa/Wbi/K9VIWRx5OoAQVcOAS6nADDWgCAQnP8Apv1oP1Yr1bH4vWnJXNHMMfWJ8/MT6SNQ==</latexit>

V n
s (zn|xn)

<latexit sha1_base64="xkLqXC4IBuDrDN7R8f1uPbh/3DU=">AAAB9XicbVBNT8JAEJ36ifiFevSygZjghbRookcSLx4xkY8EWrJdtrBhu212typW/ocXDxrj1f/izX/jAj0o+JJJXt6bycw8P+ZMadv+tlZW19Y3NnNb+e2d3b39wsFhU0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6Grqt+6oVCwSt3ocUzfEA8ECRrA2ktfsKU+UHz3x9OCJ016hZFfsGdAycTJSggz1XuGr249IElKhCcdKdRw71m6KpWaE00m+mygaYzLCA9oxVOCQKjedXT1BJ0bpoyCSpoRGM/X3RIpDpcahbzpDrIdq0ZuK/3mdRAeXbspEnGgqyHxRkHCkIzSNAPWZpETzsSGYSGZuRWSIJSbaBJU3ITiLLy+TZrXinFWqN+elWjGLIwfHUIQyOHABNbiGOjSAgIRneIU36956sd6tj3nripXNHMEfWJ8/MTiSNQ==</latexit>

S
<latexit sha1_base64="zDDPQTezu9VJWOYjtfMFSk2k3HE=">AAAB6HicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLsVdwGyTryMlCFDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZObfKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVa6UsjjycQQkuwINrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKXTjLs=</latexit>

The secure message transmission capacity CS(W,V) of a compound wiretap
channel (CWC) (W,V) is

CS(W,V) = lim
n→∞

1

n
max

U−Xn−(Y n
s ,Zn

s )

[
min
s∈S

I(U ;Y n
s )−max

s∈S
I(U ;Zn

s )
]
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Secure and Robust Identification

Xn Y nM
Bob

<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Zn
<latexit sha1_base64="jFoAVD0gZtZBXOongBsR1S7Xl8k=">AAAB6nicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxilEeElcwOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR9cxvPaHSPJb3ZpygH9GB5CFn1Fjp7uFR9oplt+LOQVaJl5EyZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiWnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/8CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmteKdV6q3F+VaKYsjDydQgjPw4BJqcAN1aACDATzDK7w5wnlx3p2PRWvOyWaO4Q+czx8wmY2i</latexit>

Eve
<latexit sha1_base64="I/YEXEiBBwS8OtS1fDJ3vtJFQoc=">AAAB8XicbVDLSgNBEJz1GeMr6tHLkCB4CrtR0GNABI8RzAOTJcxOOsmQ2dllpjcYlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nbX1jc2t7dxOfndv/+CwcHTcMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfnNMWgjIvWAkxj8kA2U6AvO0EqPHYQnTG/HMO0WSm7ZnYOuEi8jJZKh1i18dXoRT0JQyCUzpu25Mfop0yi4hGm+kxiIGR+xAbQtVSwE46fzi6f0zCo92o+0LYV0rv6eSFlozCQMbGfIcGiWvZn4n9dOsH/tp0LFCYLii0X9RFKM6Ox92hMaOMqJJYxrYW+lfMg042hDytsQvOWXV0mjUvYuypX7y1K1mMWRI6ekSM6JR65IldyRGqkTThR5Jq/kzTHOi/PufCxa15xs5oT8gfP5A+3fkPs=</latexit>

(W, V)
<latexit sha1_base64="Kl/BdQSu0uEizQEfkC3X62G3Few=">AAACAnicbZDLSsNAFIZP6q3WW9SVuAktQgUpSRV0WXDjsoK9QBvKZDpph04mYWYilBDc+CpuXCji1qdw59s4aYNo6w8DH/85hznn9yJGpbLtL6Owsrq2vlHcLG1t7+zumfsHbRnGApMWDlkouh6ShFFOWooqRrqRICjwGOl4k+us3rknQtKQ36lpRNwAjTj1KUZKWwPzqNoPkBpjxJJOevbD7fR0YFbsmj2TtQxODhXI1RyYn/1hiOOAcIUZkrLn2JFyEyQUxYykpX4sSYTwBI1ITyNHAZFuMjshtU60M7T8UOjHlTVzf08kKJByGni6M9tRLtYy879aL1b+lZtQHsWKcDz/yI+ZpUIry8MaUkGwYlMNCAuqd7XwGAmElU6tpENwFk9ehna95pzX6rcXlUY5j6MIx1CGKjhwCQ24gSa0AMMDPMELvBqPxrPxZrzPWwtGPnMIf2R8fAP53pcP</latexit>

Wn
s (yn|xn)

<latexit sha1_base64="+CHvc6/F8JzSfWn3lGpB8uYaGGo=">AAAB9XicbVBNT8JAEJ3iF+IX6tHLBmKCF9KiiR5JvHjERD4SoGS7bGHDdtvsbtWm8j+8eNAYr/4Xb/4bF+hBwZdM8vLeTGbmeRFnStv2t5VbW9/Y3MpvF3Z29/YPiodHLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG17k+uZ376nUrFQ3Okkov0AjwTzGcHaSG57oFxRSVzx9OiKs0GxbFftOdAqcTJShgyNQfGrNwxJHFChCcdKdR070v0US80Ip9NCL1Y0wmSCR7RrqMABVf10fvUUnRpliPxQmhIazdXfEykOlEoCz3QGWI/VsjcT//O6sfav+ikTUaypIItFfsyRDtEsAjRkkhLNE0MwkczcisgYS0y0CapgQnCWX14lrVrVOa/Wbi/K9VIWRx5OoAQVcOAS6nADDWgCAQnP8Apv1oP1Yr1bH4vWnJXNHMMfWJ8/MT6SNQ==</latexit>

V n
s (zn|xn)

<latexit sha1_base64="xkLqXC4IBuDrDN7R8f1uPbh/3DU=">AAAB9XicbVBNT8JAEJ36ifiFevSygZjghbRookcSLx4xkY8EWrJdtrBhu212typW/ocXDxrj1f/izX/jAj0o+JJJXt6bycw8P+ZMadv+tlZW19Y3NnNb+e2d3b39wsFhU0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6Grqt+6oVCwSt3ocUzfEA8ECRrA2ktfsKU+UHz3x9OCJ016hZFfsGdAycTJSggz1XuGr249IElKhCcdKdRw71m6KpWaE00m+mygaYzLCA9oxVOCQKjedXT1BJ0bpoyCSpoRGM/X3RIpDpcahbzpDrIdq0ZuK/3mdRAeXbspEnGgqyHxRkHCkIzSNAPWZpETzsSGYSGZuRWSIJSbaBJU3ITiLLy+TZrXinFWqN+elWjGLIwfHUIQyOHABNbiGOjSAgIRneIU36956sd6tj3nripXNHMEfWJ8/MTiSNQ==</latexit>

S
<latexit sha1_base64="zDDPQTezu9VJWOYjtfMFSk2k3HE=">AAAB6HicbVDLTgJBEOzFF+IL9ehlAjHxRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLsVdwGyTryMlCFDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZObfKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVa6UsjjycQQkuwINrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKXTjLs=</latexit>

M⇤ ?
<latexit sha1_base64="639r23n4mdJAqpf1b9RJ+ipwnh4=">AAAB7nicbVDLSgNBEOyNrxhfUY9ehgRBPIRdHyh4MODFixDBPCBZw+xkNhkyOzvMzAphyUd48aCIV7/Hm3/jJNmDJhY0FFXddHcFkjNtXPfbyS0tr6yu5dcLG5tb2zvF3b2GjhNFaJ3EPFatAGvKmaB1wwynLakojgJOm8HwZuI3n6jSLBYPZiSpH+G+YCEj2Fipefd4jDpX191i2a24U6BF4mWkDBlq3eJXpxeTJKLCEI61bnuuNH6KlWGE03Ghk2gqMRniPm1bKnBEtZ9Ozx2jQ6v0UBgrW8Kgqfp7IsWR1qMosJ0RNgM9703E/7x2YsJLP2VCJoYKMlsUJhyZGE1+Rz2mKDF8ZAkmitlbERlghYmxCRVsCN78y4ukcVLxTivn92flaimLIw8HUIIj8OACqnALNagDgSE8wyu8OdJ5cd6dj1lrzslm9uEPnM8fw+uOcg==</latexit>

The secure identification capacity CS,ID(W,V) of a compound wiretap channel
(CWC) (W,V) is

CS,ID(W,V) =

{
0 if CS(W,V) = 0

C(W) if CS(W,V) > 0
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Overview

DMC for message transmission over channels: Shannon capacity, i.e.
number of messages that can reliably be transmitted grows
exponentially with block length
Identification via DMC: identification capacity, i.e. number of
messages that can reliably be identified grows doubly exponentially
with block length
Secure Storage for Identification: use storage cells as a resource and
source as additional resource to increase rate and allow for secure
storage, doubly exponential growth of number of messages that can
reliably be identified with number of storage cells

d
Encoderd

Uk Public
Database

Uk

Decoderd yes/no

Xn Yn

PUF
Source

Eavesdropper

write on Database read from Database

Secure Storage for Identification: Information Theoretic
Formulation

Information theoretic model :

Definition: Let k n N and D a finite set. The storage for identifica-
tion model consists of the alphabet U, a discrete memoryless multiple
source (DMMS) PXY on the alphabet X Y, a set of (possibly rand-
omized) encoders �d d D, �d : Xn Uk for all d D and a set of
(possibly randomized) decoders  d d D,  d : Uk Yn for all
d D. Let Xn and Yn be the random variables (RVs) generated from
PXY.We call �d d D  d d D a storage for identification protocol.

Definition of achievability :

Definition: Let ⇢ . We call the tuple RID RPL RID RPL an
achievable rate pair for the storage for identification model if for every
� there is a k k � such that for all k k and n ⇢ k there
exists a storage for identification protocol such that for all d d D,
d d

Pr  d �d Xn Yn �

Pr  d �d Xn Yn �

Pr  E
d �d Xn

Pr  E
d �d Xn �

k
D RID �

k
I �d Xn Xn RPL �

for all strategies  E
d d D of the eavesdropper. We denote the corre-

sponding storage for identification protocols by secure storage proto-
cols. We call the set of all rate pairs that are achievable using such
storage for identification protocols capacity region RID ⇢ .

Common Randomness Generation: Privacy Leakage
Rate

K Encoder
M Public

Database
M

Decoder K̂

Xn Yn

PUF
Source

Eavesdropper

write on Database read from Database

Information theoretic model :

Definition: Let n N. The source model consists of a DMMS PXY,
a (possibly randomized) encoder F : Xn K M and a (possibly
randomized) decoder G : Yn M K̂. Let Xn and Yn be the output
of the DMMS. The RVs K M are generated from Xn using F and
the RV K̂ is generated from Yn M using G. We call F G a CR/SK
generation protocol.

Definition of achievability :

Definition: We call the triple RCR RFC RPL , RCR RFC RPL an
achievable CR generation rate versus forward communication rate
versus privacy leakage rate triple for the source model if for every
� there is an n n � such that for all n n there is a CR/SK
generation protocol such that

Pr K K̂ �

n
M RFC �

n
I M Xn RPL �

n
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n
K c

for a c . We denote the corresponding CR/SK generation protocols
by private CR generation protocols. We denote the set of all rate
triples that are achievable using private CR generation protocols the
CR capacity region RCR.

Characterization of Rdet
CR:

Theorem 1
It holds that
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Characterization of RCR:

Theorem 2
It holds that
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Results on Secure Storage for Identification

Achievability result for deterministic protocols:

Theorem 3
It holds that

Rdet
ID ⇢

V

RID RPL : RID I V X ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢

U .

Achievability result for randomized protocols:

Theorem 4
It holds that
RID ⇢

V

RID RPL : RID U I V Y ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢
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• Store messages in a public database for identification

• A PUF source is available as additional resource
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Overview

DMC for message transmission over channels: Shannon capacity, i.e.
number of messages that can reliably be transmitted grows
exponentially with block length
Identification via DMC: identification capacity, i.e. number of
messages that can reliably be identified grows doubly exponentially
with block length
Secure Storage for Identification: use storage cells as a resource and
source as additional resource to increase rate and allow for secure
storage, doubly exponential growth of number of messages that can
reliably be identified with number of storage cells
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Secure Storage for Identification: Information Theoretic
Formulation

Information theoretic model :

Definition: Let k n N and D a finite set. The storage for identifica-
tion model consists of the alphabet U, a discrete memoryless multiple
source (DMMS) PXY on the alphabet X Y, a set of (possibly rand-
omized) encoders �d d D, �d : Xn Uk for all d D and a set of
(possibly randomized) decoders  d d D,  d : Uk Yn for all
d D. Let Xn and Yn be the random variables (RVs) generated from
PXY.We call �d d D  d d D a storage for identification protocol.

Definition of achievability :
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for all strategies  E
d d D of the eavesdropper. We denote the corre-

sponding storage for identification protocols by secure storage proto-
cols. We call the set of all rate pairs that are achievable using such
storage for identification protocols capacity region RID ⇢ .
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Information theoretic model :

Definition: Let n N. The source model consists of a DMMS PXY,
a (possibly randomized) encoder F : Xn K M and a (possibly
randomized) decoder G : Yn M K̂. Let Xn and Yn be the output
of the DMMS. The RVs K M are generated from Xn using F and
the RV K̂ is generated from Yn M using G. We call F G a CR/SK
generation protocol.

Definition of achievability :

Definition: We call the triple RCR RFC RPL , RCR RFC RPL an
achievable CR generation rate versus forward communication rate
versus privacy leakage rate triple for the source model if for every
� there is an n n � such that for all n n there is a CR/SK
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for a c . We denote the corresponding CR/SK generation protocols
by private CR generation protocols. We denote the set of all rate
triples that are achievable using private CR generation protocols the
CR capacity region RCR.
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Theorem 1
It holds that
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Theorem 2
It holds that
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Results on Secure Storage for Identification

Achievability result for deterministic protocols:

Theorem 3
It holds that

Rdet
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RID RPL : RID I V X ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢
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Achievability result for randomized protocols:

Theorem 4
It holds that
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RID RPL : RID U I V Y ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢
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We require

• P{Decd(Encd(Xn), Y n) = 0} ≤ δ
• P{Decd(Encd̄(Xn), Y n) = 1} ≤ δ
• P{DecEd (Encd(Xn)) = 0}+ P{DecEd (Encd̄(Xn)) = 1} ≥ 1− δ
• 1

n
I(Encd(Xn);Xn) ≤ RPL + δ
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Overview

DMC for message transmission over channels: Shannon capacity, i.e.
number of messages that can reliably be transmitted grows
exponentially with block length
Identification via DMC: identification capacity, i.e. number of
messages that can reliably be identified grows doubly exponentially
with block length
Secure Storage for Identification: use storage cells as a resource and
source as additional resource to increase rate and allow for secure
storage, doubly exponential growth of number of messages that can
reliably be identified with number of storage cells
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Information theoretic model :

Definition: Let k n N and D a finite set. The storage for identifica-
tion model consists of the alphabet U, a discrete memoryless multiple
source (DMMS) PXY on the alphabet X Y, a set of (possibly rand-
omized) encoders �d d D, �d : Xn Uk for all d D and a set of
(possibly randomized) decoders  d d D,  d : Uk Yn for all
d D. Let Xn and Yn be the random variables (RVs) generated from
PXY.We call �d d D  d d D a storage for identification protocol.
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for all strategies  E
d d D of the eavesdropper. We denote the corre-

sponding storage for identification protocols by secure storage proto-
cols. We call the set of all rate pairs that are achievable using such
storage for identification protocols capacity region RID ⇢ .
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Information theoretic model :

Definition: Let n N. The source model consists of a DMMS PXY,
a (possibly randomized) encoder F : Xn K M and a (possibly
randomized) decoder G : Yn M K̂. Let Xn and Yn be the output
of the DMMS. The RVs K M are generated from Xn using F and
the RV K̂ is generated from Yn M using G. We call F G a CR/SK
generation protocol.

Definition of achievability :

Definition: We call the triple RCR RFC RPL , RCR RFC RPL an
achievable CR generation rate versus forward communication rate
versus privacy leakage rate triple for the source model if for every
� there is an n n � such that for all n n there is a CR/SK
generation protocol such that

Pr K K̂ �

n
M RFC �
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for a c . We denote the corresponding CR/SK generation protocols
by private CR generation protocols. We denote the set of all rate
triples that are achievable using private CR generation protocols the
CR capacity region RCR.

Characterization of Rdet
CR:

Theorem 1
It holds that

Rdet
CR

V :
V X Y

RCR RFC RPL :
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Characterization of RCR:

Theorem 2
It holds that
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RCR RFC I V Y , RFC I V X Y , RPL I V X Y
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Achievability result for deterministic protocols:

Theorem 3
It holds that

Rdet
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V

RID RPL : RID I V X ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢
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Achievability result for randomized protocols:

Theorem 4
It holds that
RID ⇢

V

RID RPL : RID U I V Y ⇢, RPL I V X Y ⇢

where the union is over all RVs V such that V X Y and I V X Y ⇢
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Achievable rate region for secure storage protocols is given by

R =
⋃

V−X−Y

{
(RID, RPL) : 0 ≤ RID ≤ I(V ;X), RPL ≥ I(V ;X)− I(V ;Y )

}
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